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Apple established the Apple PKI in support of the generation, issuance, distribution, E
revocation, administration, and management of public/private cryptographic keys that are
contained in CA-signed X.509 Certificates. \ \ Y
= N
AppleDEGE « T—EXDEIRE
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Apple Root Certificates Apple Intermediate Certificates , ) l/ & |\ 7 z |\ ‘5 § Z %

* Apple Inc. Root Certificate » Apple IST CA 2 - G1 Certificate »

* Apple Computer, Inc. Root Certificate » Apple IST CA 8 - C1 Certificate »
Application Integration Certificate » DD e

= Apple Root CA - G2 Root Certificate »
Application Integration 2 Certificate »

* Apple Root CA - G3 Root Certificate »
Application Integration - G3 Certificate »
Apple Application Integration CA 5 - G1 Certificate »
Developer Authentication Certificate »
Developer ID Certificate »
Software Update Certificate » Apple Root CA
Timestamp Certificate »
WWDR Certificate (Expiring 02/07/2023 21:48:47 UTC) »
WWDR Certificate {Expiring 02/20/2030 12:00:00 UTC) »
Worldwide Developer Relations - G2 Certificate »

Apple Application Integration CA

Certificate Revocation Lists Certificate Policy (CP) and Certification (AAI SU b_CA)
¢ Apple Inc. Root CRL » Practice Statements (CPS)
« Apple Computer, Inc. Root CRL » Apple Root CA:
= Software Update CRL » . ) i icv b H H
- Tmeamc " Sople Cerificzie oy Worldwide Developer Relations CA
+ Worldwide Developer Relations CRL »

Developer Authentication CPS » S b_C
Decloper D CPS » (WWDR Sub-CA
Software Update CPS »

Timestamp CPS »
Waorldwide Developer Relations CPS

apole ublc i Software Update Sub-CA

* Apple Public CACPS »

Developer ID Sub CA

Audit Reports Apple Root Certificate Program
Certification To better protect Apple customers from security issues related to the use
Authorities ‘WebTrust for Certification Authorities of public key infrastructure certificates and enhance the experience for

* WTCA users, Apple products use a common store for root certificates. You may

WebTrust & WTExternalRoots apply to have your root certificate included in Apple products via the Ge n e ra | Ti mesta m p CA

Apple Root Certificate Program.

Certification Contact H:II _Bﬂ :

Authorities WebTrust for Certification Authorities - SSL Baseline ~ Contact the Apple PKI team at contact_pki@apple.com.

with Netwrk Securty: https://www.apple.com/certificateauthority/

WebTrust *+ WTBR
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2.2. COMMUNITY AND APPLICABILITY

This CPS is applicable to the following certificates issued by the Developer ID

Sub-CA:

« Developer ID Installer Package Signing Certificates

+ Developer ID Application Code Signing Certificates
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Mac App Store Application Signing Certificates (“Mac App Store Application
Certificates”)

* WWDR QS Software Development Certificates {*0S Development Certificates”) e Mac App Store Installer Package Signing Certificates (“Mac App Store Installer Package

* WWDR iOS Software Submission Certificates (“iOS Submission Certificates”) Certificates”)

® WWODR Apple Push Notification service Development SSL Certificates (“Development SSL

Certificates”) o Mac App Store Receipt Signing Certificates

® WWODR Apple Push Notification service Production SSL Certificates (“Production SSL *  Mac Provisioning Profile Signing Certificates

Certificates”) e  Pass Certificates

® WWODR Push Certificate Signing Request Signing Certificates (“Push CSR Signing 3 . .
e  Website Push Notification Certificates

Certificates”)
« WWODR Safari Extension Signing Certificates (“Safari Certificates”) e 0S X Server Authentication Certificates
* WWDR Mac App Development Certificates (“Mac App Development Certificates”) e VolIP Services Push Certificates

¢ WWDR Mac App Submission Certificates (“Mac App Submission Certificates”) o Apple Pay Merchant Certificates

* WWDR Mac Installer Package Submission Certificates (“Mac Installer Package
Submission Certificates”) ¢ Apple Pay Pass Certificates
e  TestFlight Distribution Certificates
e WatchKit Services Certificates
* Apple Pay Provisioning Encryption Certificates
* Enhanced Pass Certificates

e tvOS Application Signing Certificates

H B8 - ¢ WWDR Apple Push Services Client Authentication G2 Certificates
https://images.apple.com/certificateauthori e Apple Pay Merchant Client Authentication Certificates

ty/pdf/Apple WWDR CPS v1.22.pdf

e  WWDR Apple Development Signing Certificates ("Apple Development Certificates")
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