~FS2 R —E2OBED—IY 3 v T2019 =1

Intelligent Systems Laboratory

— FYHLE

CUD AT EE

S — ISR ERB RS~ —-

2019F 28 7

/A NS T34 ()

© 2019 SECOM CO.,LTD.

St



EUDRfEsE | G
T NE—BBEROPKZERD RS T

(1) FRAMEEETIZIVTSY D 74— LADOEER
« (2) BHIN'S357BAT DILAMTIREE

— ERMRBH —E 255 (PSD2) [C B 5N DILMiZ%E

— Adobe AcrobatlC 8 5N DAiiZEE

— BRI DFILBIEIRIRE(OCR) ICR 5N DA%
« () FEH
« &

— ‘%T%Web*j’l’ I\munftd)éfgﬁﬂ

— FRITEZEDRR

© 2019 SECOM CO.,LTD.



[E UDRAMREE | DIREFEDIZOICIE E=INTS
Ny DTS ROFEE LT mE—
RINDFT IS )V E—ThiZEES
— TIPINE—HHZBEIBICHRITD SR DR
- GDPR&ESBLIZECAND DD, —  RRIMNIFEANDEIE TEDHD
FORARDEICRS T, INOZECERS — RINMEANDEIE TEDHD
FTIRIEBE—HIZERDIZHD. B, BB ACHERERMEDER
- 4ADOERERAMORKRTDECS - FITAEERERMYODER K
— Legal interoperability. Organisational interoperability. Semantic
interoperability. Technical interoperability

T I IIHABSNDBITICHD TEMIZE] DEREROZRIE)
- EFBRBEBH(19995F) N'HelDASIKEAN(20165F) DREMNZELN??
- (BX) ADBRICKLDHM &R — Ea—~YYU—=5I)

¢ =  ADHIWIC K DEHKEEMITIRZFET I D

_ (B SYUH EEIEESNEIL—IVECKD) T - il —
(BEF—HN) RIVI—FT)I — BHISERINHERUED

« > ZDOUREKROEHOMBEERMZIER UICKRINMEEOER T
- ICTOHMZEREL > ®BRMBEERMTCOENBRERMTDES 3

© 2019 SECOM CO.,LTD.



'Ejblsm

Intelligent Systems Laboratory

EUDKMEEETIHINIT DY BT 74— ADEER

EUBE—F 5L himES

-H]/j_‘-\‘ ?3 g gg{,%\%m& BB RLERMEDIER

« RS EDOEAMIBY &
A8V E BHE M DTERR
11 CEFZE®D
st ST

TIHIE—HE
DIZHD

R ELE M DTER PEPE

x CEF : Connecting Europe Facilit
© 2019 SECOM CO.,LTD.




elDASEIX - EMMEEDORKRIDCCS I | G

Intelligent Systems Laboratory

o TRRNFTISILT _‘JI‘JS’J CRELUIC2010F 8 H26HDMIMES = IX 2 —
7 r 3T FIDIEROHAIL EREEE QXY €L CU(/\— D
@gabué-f\ T O) ?FT_TEE%(;. D CK TBEECT}Z)EODCL/'CDM

. %%o’n\laé c. 201080 [Dismantling the obstacles to EU citizens’
rights (EUT’EE X1 I DESDHF) | CBUICEURREEILN—= RICHNT,

EAFﬁED\?‘JS’)bﬁ HZEOEREZHACT VIV —EXDBBZXZTDC
EDPHITER > TN DETEZFRT D EDMEMEIC DUV TEEB LIS,

*  The Commission communication of 26 August 2010 entitled A
Digital Agenda for Europe identified the fragmentation of the digital
market, the lack of interoperability and the rise in cybercrime as major
obstacles to the virtuous cycle of the digital economy.

* Inits EU Citizenship Report 2010, entitled Dismantling the obstacles
to EU citizens rights , the Commission further highlighted the need
to solve the main problems that prevent Union citizens from enjoying
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CEF®DDSI (Digital Service Infrastructures ) DI DBuilding Blocks
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CEF Building Blocks XA DL
el - BT RESSUREORRERS
2T 21=®IT, TNbITEHL. B
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FTOLANY—
THE BUILDING BLOGHS - BfERESUVEREDRBEZES
Zhe b:ﬂldi:rg blocks are basic:ap:bilitie: that can be reused in any project to facilitate the delivery of ‘:—d_ é 1-: &HIZ N 1E FH %,:Eri L7=— ﬁ
e DY —ER(fzE 1E, BEMT AR,
eDelivery elD ’\)1/707_'\\;(7\ 7_|—~/;|—\_7—-4~/7-|j-_

Supporting electronic registered delivery of Extending the use of online services to

N >
~
data and documents. citizens of other EU Member States. t Z f-d~ & ) o

Building Blocks IC&& 12t

elnvoicing eSignature .
Helping public entities adopt the European Creating and verifying electronic signatures. y Bu l.Id I ng B]OCKS E % *U ﬁﬁ a— 5 j D
standard on electronic invoicing. \\) I 9 I\ ‘: é? {i\ ]:IEE 1;:'\: (r?r?)

H # : https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Building+Blocks
https://ec.europa.eu/cefdigital/wiki/display/ CEFDIGITAL/What+is+a+building+Block
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CEF®DDSIs (Digital Service Infrastructures) e
The number of projects reusing the building blocks within the CEF
Programme continues to increase

£ Pl 2 2

EXCHANGE with SIGN with IDENTIFY with TRANSLATE with INVOICE with
Sector Specific DSIs eDelivery eSignature elD eTranslation elnvoicing
Europeana DG CONNECT
Safer internet DG CONNECT _
Public open data DG CONNECT I
ODR  DGJusT I
eHealth DG SANTE |
eProcurement DG GROW ]
EESSI DG EMPL | |

EU e-Justice portal DG JUST 7 | T
BRIS (ECP) DGIUST . | |
Cybersecurity DG CONNECT
eTranslation DGT

elnvoicing DG GROW 7

7' Commitment to analyse
Commitment to reuse

13 I Reusing 2.
BUHABIC, HEOHEERME AR B AT~V F LR

https://ec.europa.eu/cefdigital/wiki/download/attachments/46992269/%28CEF%20Building%20Blocks%29.%28DSF%29.%28v5.01%29.pdf
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Qualified certiﬁcate_s for electronic signatures | @Ja]iﬂed electronic Signat%
BISEFE L A5EE Qcert for ESig BIEEFES QESig
¢
Qualified certificates for electronic seals G alifed cleciorie asel IREHRIE
BISEF Y —IVAEEBRE  Qeert for ESeal » BIBEF Y=l QESeal #
g;\iggzd electronic signature creation Qusn fiod Time\stilmp
BISEEERT/NT R QSCD BI8Y 1 ARY QTimestamp
B IA—VYVY
Quialified Timestamp CAdES XAJES EU/TL
BISY A LRIV QTimestamp \PAdES ASIC /
EEEEEEEEEEEEEEEEEEEERN A EEEEEEEEEEEEEEEEEEEEN I
TSP:Trust Service Provider T
Qualified trust service provider KSZKYUZ R EU/TL
B DX T —EXRTO/NMSY —
QC/CA
ng“ﬁed Certificate Authority  Qualified Timestamp Authority
TEFR =R . -
BEWELS  qc/cA BBITLRIVIB  qra non-QC/CA

...........@..........................................

conformity assessment report
conformity assessment body BEMFHB LR —

B & ST RS

Supervisory bodies
B MRS

© 2019 SECOM CO.,LTD. 12



TSP, EEE. E27 —5. SSREDER .

Intelligent Systems Laboratory
77\

©

FSRRH—E R 2T —4X!
BRATINA — i

I A @I B2 74 QE;Q-Tlmestamp

QSCD \ =g dtseal EEORA
ERA 7045 La—K Al B FEHT—4 Iy
Ntk [R5V YDy ayPSD2E) | FoaL7hyk ERRER
Sl AR BT IBtE
Qcert for ESig EFRIEGEHAZ BEFEE (B, BEE, etc)
Qcert for ESeal TS ST (1)

. E & J+—<yb-- PAJES(PDF), XAdES(XML), CAdES(binary), ASiC

TSP BRAN-ELFA EANEBLA J Web4 4 FSREEFE B %1 5 BA
SFEAE- SRR SFEAE- 2R SERAE - R RALRETH
|:|L.|:| #\IJ/_/TSPTDU J_
TUANERE (7, LoA, EREARAF—L
YH—hIHTSP SFBEE IO P 1L

BRRGRAT—IRILE —DERIZEHSEEERMEDHEFE

© 2019 SECOM CO.,LTD. 13



RERMAENEL. DHFBDMDIL (fragmentation) | G
BREDHT M0 . ) . (@ & LTy

FEERMTADERK
« EBRIEDZLIE. YV (OVEa2—H) N
Ex. BEN&EDCHD FEEHT—H] D 4TIV DIVIvT ] OF
HICRNT, EBBREZTODIE. BEENOEIEGLRZIDECU >
) D= )UXTMEFDRHIBINE
fBUTDEKIE. HDODDIDHFICHEEITD (UA/\N—ZEEED r IAILZEE
BOSERRS)
[5EHY) . T@hF) > TSPO®REL ICTROD DG CONNECT] HES
(foZa] > DERBDINTICRITDTIZIVEDER—>CCICEEN DD,
DHBEOHDIE (fragmentation) DA
NERBABHRIMBIDOEIEB THIDEAIBHRIRE SO E 55U
#p1t (fragmentation) S=NEZPDIFEANIE. D EIEIDDHESELY -
CHOCEN, BRODODEREBZWVMEDILEERT D,

Jn935.L3—k AlFEFHT—4
RS N _
NEBD ERUNS T30 (PSD2%) FORIILT YR
gg@ , (EFHEERE BETREL (5. BBE cto)
4 FEE e ETOSE

© 2019 SECOM CO.,LTD. 14



t’jblsm

Intelligent Systems Laboratory

RRINGRE H — 2155 (PSD2) IC B 5N B RiiEs
[elDASHBIHIT DS+ & TOpenAPL ICKDERMY —E XN=

POLICY DEPENDENCIES
RRMERTTEES (EBA

European Banking ' /Q‘\\

Authority) H'FE

General Data
Protection Regulation

Networl k dI formatiol EU Cybersecu ty

EBADBIRIEE (RTS: == T "o -
Regulatory Technical E Digia single @
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O pPsD2lE. U TFTDEIZDWT., H-IZHHORBEATEE.,

D RFHEREIZEY—E RIZHE (PISP: Payment Initiation Service Provider) :
FIABEOEKBEICKY., thDRFH—ERRHE RIT. EFIR—BEE. REY—EXFESE)ICH
BRENTUVWSFAEBEDOREOEICERIREZRBREEET S —E X (F4EFE151R)

@ OEFHRY—E R1B#3F (AISP: Account Information Service Provider) :

FIAEN, hORFS—ERBHEERIT. EFIR—FEE  RFY—EXAFESR) ICRAKRIATL
BIDRIFEHORBEOEDEREMELTIRBT 24571/ —E R (Fa5kF1618)

RFY—E R1Z4EF (Payment Service Provider)

R1T BFVvRr—BESE

REY—ERAEESE

EBRE ) EAOL B33 S SIS N L kRN 20N kU2 s —
RIF-EH [ SRaT M (Authorisation ) [ B oRm (Registration )

MBEH T RAT OISO E B C

3 EL L

RERS X FHAEHOORSHYRIE/ X BRERBAOMABKESHY X BERBAOMABHEHY

MEREIN TS,

O #Ff=. ChIZEEL T,

@ FAERRE S| CRFDRITICHRIEA Ho1-HE D HREMEE LRITFDEESHEIL—ILO,

@ FERGIFEDHEICE, BITHFE. PRIKNEEN DT I EREEE TELHEV - REEXITEH—A.
EOLEGES LS TR, RITFENIBREFICIOPREMIRERBORFERICIGLDEIKROHDHELLIZ, RIT
FICLDHHEMREDFAGCERNERIET DL,

F— AP DRAH B & TR

H B8 https://www.fsa.go.jp/singi/singi_kinyu/financial _system/siryou/20161028/01.pdf
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Internet X.509 Internet X.509

Public Key Public Key
Infrastr re:
|nfra_S_tI‘UCture aISf'[ . dCtu € Certificate Profiles;
Certificate and Qua ine Part 1: Overview and common data structures

CRL Profile Certificates
Profile V
EFRID

X.509iFBHE ETSI EN ETSI EN FIEAE
V3¥LEE 319 412-1 319 412-2 JO7J74)L
I+ —<vbk

eSig
RFC 3739
ETSI EN

319412-5  ETSIEN seiel

REC5820 319 412-3 \ WAC
20084 ETSITS eSeal ETSITS
119 412-1 119 495
ETSI EN
Certificate Profiles; 319 412-4
Part 5: QCStatements
WAC

Certificate Profiles; Sector Specific Requirements:
Part 1: Overview and common Qualified Certificate Profiles and TSP Policy Requirements
data structures under the payment services Directive (EU) 2015/2366
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Qualified certificates for electronic signatures

BISETSSMHMHESE Qcert for ESig

Qualified electronic signhature
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Qualified Timestamp
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QTimestamp
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Connecting Europe

. CEFE®IZH TR,
Trusted List Browser E}gﬁ én-c'b \5
Trusted List 75

Tool to browse the national Trusted Lists and the European List of Trusted Lists (LOTL).
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Trust services
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qcertforesig Qualified certificate for electronic signature Sy TLET

EARE : 2018/12/13 23:19:46 +09'00"

{83 Y — A 08T : European Union Trusted Lists (EUTL)
qcertforeseat Qualified certificate for electronic seal
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QTimestamp  QEsig
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QrresforQeseal Qualified preservation service for qualified electronic seal b
‘ sexmei Q) |
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elDASDBEISFHELE (eSign) &BIEY 1 ARY U TBD wan g
conformity assessment report EEMEETHE L 7H —pemsrenstose

The certification body of TUV Informationstechnik GmbH
hereby awards this certificate to the company

Microsec Ltd.
Zahony utca 7.
1031 Budapest, Hungary

to confirm that its trust service

e-Szigno Qualified Signature

fulfils all relevant requirements defined in regulation

Reg. (EU) No. 910/2014 (elDAS) for
creation of qualified certificates for
electronic signatures.

The appendix to the certificate is part of the certificate and
consists of 3 pages.

The certificate is valid only in conjunction with the conformity
assessment report.

Certificate valid until
2020-10-31

2018 Trusted Site
Certificate ID: 97120.18

© TUVIT - TUV NORD GROUP - www.tuvit.de

H

https://e-szigno.hu/assets/docs/e_Szigno_qualified_signature_2018.pdf

The certification body of TUV Informationstechnik GmbH
hereby awards this certificate to the company

Microsec Ltd.
Zahony utca 7.
H-1031 Budapest, Hungary

to confirm that its trust service

e-Szigné Qualified Time-Stamp QTA

fulfiis all relevant requirements defined in

Regulation (EU) No. 910/2014
(elDAS) for creation of qualified
electronic time stamps.

The appendix to the certificate is part of the certificate and
consists of

wilon BE M ETMhA%ES

Certificate valid until
2018-10-31
2016 Trusted Site

Certificate |ID: 9719.16
© TUVIT - TUV NORD GROUP - www,tuvit.de

HiE

https://e-szigno.hu/assets/docs/e_Szigno_qualified_time_stamp 2018.pd

© 2019 SECOM CO.,LTD.
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2 TEIE

- MR XU RBICHHNERIF DTSN TN DAB ZHT
— FEBAEE. /N\—F1 (GgO=EfUIT. #=MY5) « N—F2 (BRBHR) « /\—F
3 (Y EO—JLDIREE) D'H578D,
- IR, REKEEEH I ZRT CicEl TS S/NZNZAE L. S ZHE
T oIS FXRBRE GEDIR) Z2H#1T L. IV ~O—-ILZET D,
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http://ww.agribusiness.kais.kyoto-u.ac.jp/Europe.pdf
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The Official document is the digital one

NonEU System
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EO CA origin CA EU borders
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SUPERMARKET
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Checks,
clone &
eSign
EU entry doc

H #:http://www.standardsfacility.org/sites/default/files/Ecert_Presentation_Carton_English.pdf
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Sanitary certificate and key elements of legal evidence T34 | G R
BHSTAE (RIS &, FNIET Y IDBERESR oo

European certificate for chl’t for ESeal
electronic seal
SIEOE VIR /DAS — n ° 910/2014 QESeal
Seal
Authority

AUTHENTI
-CATION

Signature
Authority
Agent

Electronic Archive : Legal
- Evidence Archive
- Signed documents
Norme ISO 14-641-1

SUSTAINA-
BILITY

European certificate
Certificate of advanced signature

virtual type
elDAS —n° 910/2014

REPUDIA-
TION

_ - Signature
QTimestamp Qualified TRACES

Time Stamp European certificate

DG Santé for electronic seal
elDAS—n° 910/2014

Qcert for ESeal QESeal

European certificate
elDAS —n° 910/2014

H B2 http://www.standardsfacility.org/sites/default/files/Ecert_Presentation_Carton_English.pdf
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UN/CEFACT eCERT based XML exchanges + Validation

rules
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N TS
JEEUY R FT A, B8RS A ARSI Y TE&BALUTXML S VY
73 3VICEE S :
BS (BE) OSSR —ERTAO/NAY—=ICKDED
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AIREE (D E—I3 41 I )UICER

UN/CEFACT (United Nations Centre for Trade Facilitation and Electronic Business, B &
BHIEEBEFEORADEODEEE2—)

H

https://circabc.europa.eu/webdav/CircaBC/SANTE/Traces%20Toolkit/Library/Working%20groups%2c%20seminars%2c%20training%20session
SITRACES%20Working%20Groups/2018-02-05%20TRACES%20Working%20Group/ TRACES WG Feb 2018 e-certification. EU approach and

policy Final Export.pptx ©2019 SECOM CO..LTD. 35
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| — QTimestamp
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DSS Demo elDAS Regulation opens the door for:
~ www.bundesdruckerei.denDERIZBESLEhTVWET,
d L FI4 )L RIC L SMSEICE D, https Webt -1 k"www.bundesdruckerei.de”& OB T 0%
s “ 0 BRI BN A D 2T,
SDRUCKERE! D-Trust GmbHizwww.bundesdruckerei.de%, Berlin, Berlin, DE®Bundesdruckerei
GmbHA I HELTLWSEDELTEAILELE,

. D-TRUST Root Class 3 CA 2 EV 2009
L = D-TRUST CA 2-2 EV 2016
L+ B¥ bundesdruckerei.de

QCRT—hAVRA
fRIRTETLVEL

(Al Newsroom Press URI ldap://directory.d-trust.net/CN=D-TRUST CA 2-2 EV 20 Ust
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EDRDT =LK E42THRHER (1.3.6.1.5.5.71.3)
¥—4 08 00 00 00 00 00 00 00 90 78 38 00 00 60 00 00 00 00 00 00 01 00 00
00 AO 78 38 00 00 60 00 00 DA 00 00 00 00 00 00 00 60 CB 88 03 00 60
00 00

L
fo r EIec1 SHA-256 B8FBA 88 64 38CB D9 38 2ABE7D 275416 8C 9261 0F 83 F4 61E4 BC

4E F3 3B 48 AA A9 57 9B 02

? SFER W A IERR m
29 June 2016 T

PR SNNES R e e e i . ™ o

£2%URL:
https://www.bundesdruckerei.de/en/Press-room/elDAS-Verordnung-macht-den-Weg-fur-Online-Unterschrift-frei

© 2019 SECOM CO.,LTD. 42



*RV\/eb"j"l/ I\DIL;\DJ—.EE*.J . L/E-Ij-'r I\ mn:njs:;!,.sm

WebT SO DR RY A& R
=hTLh3

. D-TRUST Root Class 3 CA 2 EV 2009

“ = D-TRUST CA 2-2 EV 201 EURZARJ AR ]

ZHEIh TS
L+ ' bundesdruckerei.de = QC/CA

bundesdruckerei.de
=1770: D-TRUST CA 2-2 EV
am}am- 2020%4H278 FM

( rlifievele

L R &

vy

PSR —ER-RT—HRIJXb

QWAC

a C ‘ l1‘,_'.-¢l \,—v—J -
‘ gzememi Q) |
> Bl
BER1—k 3
%%&L: mg" I —fEHEIL— LT — ’J@ I

https://www.bundesdruckerei.de/en/Press-room/elDAS-Verordnung-macht-den-Weg-fur-Online-Unterschrift-frei

© 2019 SECOM CO.,LTD. 43



@8 Webt 1 505

conformity assessment report BEMEH L N—

The certification bady of TUV Informationstechnik GmbH
hereby awards this certificate to the company

D-TRUST GmbH
KommandantenstraBe 15
10969 Berlin, Germany

to confirm that its trust service

— QC/CA
[D-TFIUST qualified EV SSL ID

fulfils all relevant requirements defined in QWAC

Regulation (EU) No. 910/2014
(elDAS) for creation of qualified
certificates for website
authentication.

The appendix to the cerlificate is part of the certificate and
consists of 3 pages.
The certificate is valid only in conjunction with the conformity

assessment report.

Certificate wvalid until
2019-01-30

2017 Trusted Site
Certificate 1D: 9729.17

® TUVIT - TUV NORD GROUP - www tuvit. de

f cm ISHTRFE
II&IIigent Systems Laboratory

D-TRUST qualified Timestamp

fuffils all relevant requirements defined in QT A

Regulation (EU) No. 910/2014 .
(elDAS) for creation of qualified QTimestamp
electronic time stamps.

D-TRUST qualified Sighature ID card
& D-TRUST qualified Signature HPC

fulfils all relevant requirements defined in regulation

Reg. (EU) No. 910/2014 (elDAS) for QC/CA

creation of qualified certificates for .

electronic signatures. QES|g

D-TRUST sign-me qualified U :E_ I‘%%

fulfils all relevant requirements defined in

Regulation (EU) No. 910/2014 QC/ CA
(elDAS) for creation of qualified
certificates for electronic QESig
signatures.

D-TRUST quallified Seal ID card

fulfils all relevant requirements defined in QC/CA

Regulation (EU) No. 910/2014 QES ]
(elDAS) for creation of qualified ea
certificates for electronic seals.

& & MR RS

H 8 https://www.tuvit.de/fileadmin/Content/ TUV_IT/zertifikate/en/9729UE_s.pdf
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_ . ® - EU cooperation
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(EA)

o=z i)
| List Voo
| | Checkst CAB — IR IL— LT — @ I
/ \ competence
cB:iséedTng\, : ' in line with EU
A > 4 : accreditation
Trusted List A cr(\:lra(;(ithna?! on M
by National Lok
Authority : Body (NAB)
Supervisory
Body (SB)
Conformity
Assessment |
Ll
HR—FFHTSP

M

TSP Assessment ey cm— “""\ o : =
QC/CA  QTA |

Hi B8 - https://www.enisa.europa.eu/events/cybersecurity standardisation/presentations/3a%20Fiedler.pdf
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EN 319 403 TSP Conformity Assessment (based on ISO 17065)

in context of European Accreditation for Audit Bodies

Conformity
Assessment
G | Poll elDAS and elDAS Qualified
b s CA /Browser Forum Trust Services
EN 319 401 EN 319 411-1 EN 319 411-2
Certification General TSP TSP Issuing X.509 Certs for TSP issuing Qualified
Policies Policy Requirements Policy Level Certs for Signatures,
including generic elDAS LCP/NCP/BR/EV Seals and Websites
based on ISO 27002
Req. EN 319 412-2 EN 319 412-5
Natural Persons QC-Statements
Certificate EN 319 412-1 EN 319 412-3
Profile Certificate Profiles and Legal Persons
common data structures
Checklist
* TR 119 411-4: Check-list for self-assessment or independent conformity assessment of TSPs issuing
certificates according to EN 319 411-1 and/or EN 319 411-2 with 540+ controls
Hi g | | o _ TORIIWNELE
https://www.enisa.europa.eu/events/cybersecurity _standardisation/presentation HHR—rFBTSP
S/3a%20F|ed|erpdf © 2019 SECOM CO.,LTD.
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CA/Browser Forum .- o
Guidelines For The Issuance And Management
Of Extended Validation Certificates

17. Audit
17.1. Eligible Audit Schemes

A CA issuing EV Certificates SHALL undergo an audit in accordance with one of
the following schemes:

(i) WebTrust Program for CAs audit and WebTrust EV Program audit,
(ii)) ETSITS 102 042 audit for EVCP, or
(iii) ETSIEN 319 411-1 audit for EVCP policy.

If the CA is a Government Entity, an audit of the CA by the appropriate internal
government auditing agency is acceptable in lieu of the audits specified above,
provided that such internal government auditing agency publicly certifies in
writing that its audit addresses the criteria specified in one of the above audit
schemes and certifies that the government CA has successfully passed the
audit.

Hi B8  https://cabforum.org/wp-content/uploads/CA-Browser-Forum-EV-Guidelines-v1.6.8.pdf
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Intelligent Systems Laboratory

ETSIEN 319 411-20D5c&,  — 3EEBAS/RNJ Y —
— QCP-w
*  When the certificate is issued to a legal person the
requirements for QCP—w include all the EVCP
requirements,
—  QCP-I
CAB/F & MDER
eSeal & DR
PSD2 & MEIHR
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ACABs Accredited Conformity Assessment Bodies
The Accredited Conformity Assessment Bodies' Council
https://www.acab-c.com

FESA Forum of European Supervisory Authorities for trust service providers
http://www.fesa.eu

Hi B - https://www.enisa.europa.eu/events/tsforum-caday-2018/presentations/02 04 Gonnot.pdf
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ETSI TR 119 000 vi.2.1 (2016-04)

Electronic Signatures and Infrastructures (ESD;

The framework for standardization of signatures: overview

H8h .

https://www.etsi.org/deliver/etsi_tr/119000 119099/1190

00/01.02.01_60/tr_119000v010201p.pdf
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Signature creation and validation Replaces Expected publication Intelligent Systems Laboratory
Sub-areas

Guidance . ,6\

1 0 0 Guidance on the use of standards for signature creation and validation G d A\
uidance | FS2RT—ER: 255202~ |

Policy & Security Require ments

1 0 1 Policy and security requirements for applications for signature creation and signature  {new) published
validation

1 1 1Protection profiles for signature creation and validation application CWA/prEN 14170

All parte publiched

- Part 1: Introd uction tothe European Norm
- Part 2: Signature creation application - Cor
- Part 3: Signature creation application - Pos

Policy & Securi

ty Requirements

- Part 4: Signature verification application -
- Part 5: Signature verification application - Possible Exte nsions

crr

certified in 2016~

2017
Technical Spedfications
1 0 2 Procedures forcreation andvalidation of AdES digital signatures TS 102 853,
- Part 1: Creation: =~ " "~ T Tart 1: Apr. 2016
- Part 2: Validatior N art 22 undefined
CAdES i | —ewaoL-00-00 |
1 2 2 CAdESdigital signa C / _
- Part 1: Building b arts 18&2:
- Part 2: Extended pr. 2016
it XADES T XML
- Part 1: Building t arts 18&2:
- Part 22 Extended pr. 2016
1 4 2 PAdES digital signat PA ES P DF
- Part 1: Building b C art T h 1 I S 'f' 1
- Rt kdtac o echniCa pecitication
- Part 3: Visual regp . ' N — art o}
1 5 2 Architecture for Ad , ndefined
1 6 2 AssociatedSignatur AS I C — / j
- Part 1: Building b arts 1&2:
- Part 2: Additional ASIC containers Apr. 2016

1 7 2Signature policies
- Part 1: Building blocks and table of contents for human readable signature policy -TR102041 /045 - Partl: published
documents -TR102038 - Other parts:
- Part 2: XML format for signature polides -TR102272 undefined

- Part 3: ASN.1format for signature policies
- Part 4: Signature validation policy for European gqualified electronic signatures/seals
usingtrusted lists
Confomity Assessment

1 0 3 Conformity assessment for signature creation & validation {applications & procedures) {new)
{COWA 14172

Testing Conformance & Interoperability

Conformity Assessment

4 CAdES Testing conformance & interoperability {new)

June 2016

4 YAdES Testing conformance & i nteroperability
4 PAJES Testing conformance & Interoperability
4 Testing conformance & interoperability of AJESinmobile enviro)

Testing Co

nformance & Interoperability

Lo T e
N s W

4 ASiCTesting conformance & interoperability {new)

B4 : https://www.etsi.org/deliver/etsi_tr/119000_119099/119000/01.02.01_60/tr_119000v010201p.pdf

June 2016

© 2019
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EBT/N\M1 X — QCSD by CEN @std e g

Signature creation and other related devices Replaces Expected publication i
S Ub-ATaac Intelligent Systems Laboratory
Guidance . A\
TR 4 19 2 0 0Guidance on the use of standards for signature creation and other related devices {new) G u | d a n Ce \6/
Policy & Security Require ments I FSARY—ER « ZF—HXJR I
EN 419 2 1 1Protection profiles for secure signature creation device published
- Part 1: Overview -{new part) e >
- Part 2 Device with key generation - prT$14165-2 TIDIES 7753—5\;5 ~
- Part 3: Device with key import - prT$141653 YIR—IDTSP Sp

EN 4 19 2 2 1 Protection Profiles for TSP cryptographic modules

EN
EN

EN

EN

o
b
w0
LS

419 2

419 2

419 2

- Part 4: Exte nsion for device with key generation and trusted communication with -prTS 141654
certificate generation application

- Part 5: Extension for device with key generation and trusted communication with - prEN 14165-5 EZ294 (‘:$§§L—I: @
signature creation application
- Part & Extension for device with key import and trusted communication with -{new part)

signature creation application

- Part 1: Overview -{new part) Parts 1to 4in 2016

- Part 2 Cryptographic Module for CSP signing operations with backup —Protection - prTS14167-2 Part5in 2017 _ an _ _ @
Profile {CMCSOB-PP) - prTS14167-3 BXBGE? L—=LD=2

- Part 3: Cryptographic module for CSP key ge neration sq
{CMCKG-PP)

- Part 4: Cryptographic module for CSP signing operatio POI |Cy & Secu rlty Req u I rements |
Protection Profile (CMCSOPP)
- Part 5: Protection Profile for cryptographic module for TSPs
3 1 Protection profile for trustworthy syste ms sup port -
4 1 Trustworthy syste ms supportingserver signing — \“
- Part 1: General system security requirements % % T/ { Z d)
- Part 2: Protection Profile for QSCDfor Server Sig

5 1Security.requirementsfordevlce forauthc-ntic‘atlo jD 7—_9 \\J 3 \Jj)D 7 7 { ) l/

- Part 1: Protection profile for core functionality

- Part 2: Protection profile for extension for trusted channel to certificate generation
application

- Part 3: Additional functionality for security targets

6/ 1 Security requireme nts for trustworthy systems (i ncl. managing certificates for prTS 14167-1 published
electronic signatures) pris 419221-1
Technical Specifications
1 2 Applicationinterfaces for secure ele ments used as qualified eletronic signature {seal) EN 14830 2016

creation devices
- Part 1:Introduction . oro .
-Pan 2 Basicservices Technical Specification
- Part 3: Device authentication
- Part 4: Privacy specific protocols
- Part 5: Trusted eServices
Conformity Assessment
no requirement identified
Testing Conformance & Interoperability

Conformity Assessment

- = o requirement dentifed Testing Conformance & Interoperability

Hi # : https://www.etsi.org/deliver/etsi_tr/119000_119099/119000/01.02.01_60/tr_119000v010201p.pdf
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EN

EN

EN
EN

EN

EN

EN
EN

EN

EN

IFNBEGEYIR—FTDTSP A ath ) o

TSPs supporting digital signatures and related services
Sub-areas

Guidance

Replaces Bxpacted putliotion itelligent Systems Laboratory

®

4 0 0 Guidance on the use of standards for TSP4

services GU'dance

A4
pu FSREY—ER « RT-HRXUR

Policy & Security Require ments
4 0 1 General policy requirements for trust service providers

Repl acing generic parts py
of TS 101 456, TS 102

e ‘ Fo2r
sy BeH4) [
l Praes o | B ()

4 1 1Policyand security equiren] POlICY & Security Requirements

- Part 1: General requirements
- Part 2: Requirements for trust service providers issuing EU qualified certificates
- Part 3: To be withdraw

- Part 4: Requirements f §J-E EE‘I"IJ ) — es
slEBASE N 2/
4 2 1 Policy &security require ~
4 3 1 Policy and security requii TSP/'\ lJ ‘J al

signature generation sernices
4 4 1 Policy and security requirements for trust service providers providing AJES digital
signature validationservices
Technical Spedfications
4 1 2 Certificate profiles
- Part 1: Overview

semesi () |

! a3
EN 319 411-3 I
-TS101456 (& TR102 | © I BTN dl BESA1—F d
458), EN 319 411-3 R
-historical - u
-fnew) I —rE oL —L0-2(0) |
TS 102023 Ple.omm -
{new) Undefined
{new) Undefined

all parts published

-{new part)

TS 102 200 2 TS 101

et SFBHE O 7 1)U

- Part 4: Certifcate profile for web site certificates

Technical Specification

- Part 5: QCStatements -{new part)
-T$101 862
4 2 2 Time-stamping protocol and time-stamp token profiles TS 101 861 published
4 3 2 Protocol profiles for trust service providers providing AJES digital signature generation {new) Undefined
services
4 4 2 Protocol profiles for trust service providers providing AJES digital signature validation {new) Undefined
servicees

Conformity Assessment
4 0 3 Trust Service Provider Conformity Assessment~ Requirements for conformity

Conformity Assessment

assessment bodies assessing trust service providers

15 119805

Testing Conformance & Interoperability
- no requirement identified for such a document

Testing Conformance & Interoperability 5L

.':I:'.ﬁ https://www.etsi.org/deliver/etsi tr/119000 119099/119000/01.02.01 60/tr 119000v010201p.pdf
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EN

EN
EN

EN

EN

EN

FSZARPTIUT =3y « B—LRTANA T~ oy

Trust application service providers Replaces Expected publication ) S
Sub-areas Intelligent Systems Laboratory
Guidance 7=\

ddetnia

©)
0 19 5 1 0O Scopingstudy and framework for standardization of long term data

119 5 0 OGuidance onthe use of standards for trust application se rvice proviq

g stidvar kforstandardglon Guidance
services, induding preservation of /with digital signatures e
Policy & Security Require ments I e ;%ﬁgg
319 5 1 1 Policy & security requirements for trust service providers providing long term data TS 102573,
preservation services, including prese
3 19 5 2 1 Policy &security requirements for ele
319 5 3 1 Policy & security requirements for regi

| FSRET—ER: 27-52URN

7#52# I
7 'J’I—\‘JEI‘

| semesi ()

Technical Spedifications I ELT/NT1R dl BsSX1—k d

319 5 1 2Llongtermdata preservation services, including preservation of /with digital signatures Undefined

319 5 2 2 Electronicregistered delivery services: {new) Undefined I —MEW&?U—AU—D@ I

- Part 1: Framework and architecture

- Part 2: Semantic contents

- Part 3: Formats . . . .

- Part & Bindings Technical Specification
319 5 3 2 Registered electronic mail {REM) services: STz ON TTCCTITICT

- Part 1: Framework and architecture

- Part 2: Semantic conte nts

- Part 3: Formats

- Part 4 Interoperability profiles

Confomity Assessment

-le - - no requirement identified for such a document - relying on TS 119403 / EN 319 403 Conformlty Assessment

Testing Conformance & Interoperability

119 5 0 4 General requirements for technical conformance andinteroperability testing for trust Undefined
application service providers and the services they provide
119 5 2 4 Testing conformance and interoperability of electronic registered delivery services: TR 103071 Undefined
- Part 1: Testing conformance
- Part 2: Test suites for interoperability testing of electronic registered delivery
service providers

119 5 3 4 Testing conformance & interoperability of registered electronic mail services.
- Part 1: Testingconformance

Testing Conformance & Interoperability

- Part 2: Test suites for interoperability testing of providers usingsame format and
transport protocols

- Part 3: Test suites for interoperability testing of providers usingdifferent format
and transport protocols

H B - https://www.etsi.org/deliver/etsi tr/119000 119099/119000/01.02.01 60/tr 119000v010201p.pdf
© 2019 SECOM CO.,LTD.
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Intelligent Systems Laboratory

5
| FSRET—ER: 27-52URN

EHEOER
v | semesi () |
OIS —
%%*ﬁEIE{%I% I BTN dl BESA1—F d
I —rE oL —L0-2(0) I
Trust service status lists provi - proces CAPELLET PUunwEton
Sub-areas Guidance r
Guidance

11960 0 Guidance on the use of standards for trust service status lists providers new ublished
Pallorfsecuinl famirements | Policy & Security Requirements |

119 61 1Policy &security requirements for trusted lists provi

Technical Specifications
119 61 2 Trustedlists
Conformity Assessment
no requirement identified for such a document - relying on

Technical Specification

Conformity Assessment

Testing Conformance & Interope rability
119 61 4Testingconformance & interoperability of trusted |ists:

loooa) Lindofinod

- Part 1: Test suites for testing inte roperabil ity of XML re Testing Conformance & Interoperability

- Part 2: Spedfications for testing conformance of XML répresemarororrosteoTses

H # : https://www.etsi.org/deliver/etsi_tr/119000_119099/119000/01.02.01_60/tr_119000v010201p.pdf 56

© 2019 SECOM CO.,LTD.


https://www.etsi.org/deliver/etsi_tr/119000_119099/119000/01.02.01_60/tr_119000v010201p.pdf

	スライド 1: EUの技術標準 　 -- デジタル単一市場戦略の中核となるトラスト --
	スライド 2: EUの技術標準 デジタル単一市場戦略の中核となるトラスト
	スライド 3: 「ＥＵの技術標準」の理解のためには バックグランドの知識として
	スライド 4: ＥＵの技術標準とデジタルプラットフォームの関係
	スライド 5: eIDAS前文  --  技術標準の意味するところ
	スライド 6: ETSIとCENが開発した「欧州標準」　EN
	スライド 7
	スライド 8: EUデジタル単一市場のプラットフォーム構築のための施策 CEFのDSIs（Digital Service Infrastructures）
	スライド 9: デジタルプラットフォームの構築に必要な 技術アーキテクチャー
	スライド 10: 技術的相互運用性に対して法的相互運用性の重要性 Technical interoperability & Legal interoperability 
	スライド 11: eIDASトラストサービスの 技術標準フレームワーク???
	スライド 12
	スライド 13: TSP、署名者、署名データ、署名検証者の関係
	スライド 14: 標準技術不在が招く、分野毎の細分化（fragmentation） 様々な分野で「誰が」、「何時」、「何を」を証明したい　
	スライド 15: 欧州決済サービス指令(PSD2)に見られる技術標準 　 「eIDASが提供するトラスト」と「OpenAPI」による金融サービス改革 
	スライド 16
	スライド 17: 欧州の決済サービス指令（PSD2)の場合 「eIDASが提供するトラスト」と「OpenAPI」による金融サービス改革 
	スライド 18: 欧州の決済サービス指令（PSD2)の場合
	スライド 19: PSD2の証明書プロファイル
	スライド 20: ＥＵの技術標準からみた 電子署名、電子シール、Webサイト認証の関係
	スライド 21: Acrobat Readerに見られる技術標準
	スライド 22: ハンガリーのトラストサービスプロバイダーの 証明書ポリシーを記述したPDF
	スライド 23: Acrobat Reader が取り込んでいるEUトラストリスト
	スライド 24: 参考　NISCの署名文書
	スライド 25: 「適格署名生成デバイス」利用した署名
	スライド 26: eIDAS証明書において非常に重要なQCステートメント Acrobat Readerが解釈するQCステートメント
	スライド 27: Acrobat ReaderがサポートするPAdES
	スライド 28: Acrobat Readerによる適格タイムスタンプの検証
	スライド 29
	スライド 30: eIDASの適格認証局(eSign)と適格タイムスタンプ局の conformity assessment report　適合性評価レポート 
	スライド 31: 欧州の新公的管理規則(OCR）に見られる技術標準 公的管理のための統合マネージメントシステム (IMSOC-TRACES)とe-Certficate
	スライド 32: 従来からのTRACES  TRAde Control and Expert System
	スライド 33: 公的管理のための統合マネージメントシステム(IMSOC-TRACES)
	スライド 34
	スライド 35: デジタルがオリジナル文書（原本）: IMSOCと他のシステム間のデータ交換のための方法
	スライド 36
	スライド 37: ＥＵの技術標準　まとめ
	スライド 38: ＥＵの技術標準　まとめ
	スライド 39: 欧州・米国・日本
	スライド 40: 付録
	スライド 41: 適格Webサイト認証
	スライド 42: 適格Webサイト認証を利用したサイト
	スライド 43: 適格Webサイト認証を利用したサイト
	スライド 44: 適格Webサイト認証 conformity assessment report  適合性評価レポート 
	スライド 45: eIDAS規則下のETSI監査スキーム
	スライド 46: 適格Webサイト認証に関する 証明書ポリシー(TSPポリシー）（と証明書ポリシー）
	スライド 47: CA/Browser Forum Guidelines For The Issuance And Management Of Extended Validation Certificates 
	スライド 48
	スライド 49: eIDAS規則・EU技術標準による監査スキームと監査スキームのグローバル化との関係
	スライド 50: eIDAS技術標準の体系
	スライド 51: eIDAS技術標準の体系
	スライド 52: 署名生成と検証
	スライド 53: 署名デバイス　--   QCSD   by  CEN
	スライド 54: デジタル署名をサポートするTSP
	スライド 55: トラストアプリケーション・サービスプロバイダー
	スライド 56: トラストサービス・ステータスリスト

