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[2] FIPS 140-2. “Security Requirements for Cryptographic Modules." https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.140-2.pdf.
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« FSFHES (lattice-based cryptography)
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e Round 2{EHEBELTOBRFR—REZTILTYXLEEAT:
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Round 3{&##HZ& (Finalists&L )

FALCON[! CRYSTAL-DILITHIUM ! qTESLAD!

[3] P. A. Fouque, J. Hoffstein, P. Kirchner, V. Lyubashevsky, T. Pornin, T. Prest, T. Ricosset, G. Seiler, W. Whyte, and Z. Zhang. "Falcon: Fast-fourier lattice-based compact signatures
over ntru." submission to the nist's post-quantum cryptography standardization process.(2018), 2018.

[4] L. Ducas, E. Kiltz, T. Lepoint, V. Lyubashevsky, P. Schwabe, G. Seiler, and D. Stehle. "CRYSTALS-Dilithium: A lattice-based digital signature scheme." IACR Transactions on
Cryptographic Hardware and Embedded Systems, 2018(1):238-268, 2018. https://tches.iacr.org/index.php/TCHES/article/view/839.

[5] N. Bindel, S. Akeylek, E. Alkim, P. S. Barreto, J. Buchmann, E. Eaton, G. Gutoski, J. Kramer, P. Longa, H. Polat, J. E. Richardini, and G. Zanon. gtesla. submission to the nist's post-
quantum cryptography standardization process.(2018), 2018.
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Algorithm 1: Signature Generation of FALCON

Input : Private key sk; Message m; A bound f3.

Output: The signature sig = (r, s).

.Ir € {0, 1}320 uniformly

.Jc = HashToPoint(r||m)

. t = (FFT(c),FFT(0))-B~!
. do

1

2

3

4

5. z = ffSampling, (t, T)
6. s=(t—z)B

7. while ||s|| >

8. (s4,8,) = inVFFT(s)

9. s = Compress(s,)

© 202058 (e 16
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Algorithm 2: Signature Generation of CRYSTALS-DILITHIUM

1.
2.
3.
4,

Input: sk = (p, K, tr, s4, S5, t;); Message m.

Output: The signature o = (z,h,c).

A € RE¥ = ExpandA(p)

u € {0,1}38% = CRH(tr||m)

k=0,(z,h) =1
p' €{0,1}°%* = CRH(K||p)

5. while (z,h) =1 do

6.
7.
8.
9.

yE S}l,l_1 = ExpandMask(p', k)
w = Ay
wy = HighBitsy(w, 2y,)

€ € Bgo = H(pu,wy)

10.02yd06s1CO., LTD.

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

(r1,79) = Decomposeq(w — €s3,2y;)

if [|z]|cc = y1 — B or|lrollew =y, — B orry # wy then
(z,h) =1

end

else
h = MakeHintq(—cty,w — cs3 + cty, 2y3)
if ||ctyl|e = v, or the # of 1’s in h is greater than w then

(z,h) =1

end

end

k=k+1

end

return ¢ = (z,h,c) 18
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Algorithm 3: Signature Generation of qTESLA 11. z=y +sc
Input : sk = (s, ey, ..., e, seed,, seed,, g); Message m. 12. if z € Rjp_g) then
Output: The signature sig = (z,c"). 13.  counter = counter + 1
1. counter = 1 From Ver. 2.8 (11/08/2019) 14.  Restartasstep 4
2.|r € {0,1}* 2. r€{0,1}* 15. end
3.|rand = PRF,(seed,, r, m) 3. rand = PRF,(seed,,r,G(m)) 16. fori =1,...,k do
4. y = ySampler(rand, counter) **6():{0,1)> {0,1}° 17. w;=v; —e;cmodtq
5. a,, ..., a; < GenA(seed,) 18.  if||[Wilillw = 2% —E V||Wi||e = |q/2] — E then
6. fori=1,..,kdo 19. counter = counter + 1
7. v, =a;ymodtq 20. Restart as step 4
8. end 21. end
9. ¢’ =H(wy, ..., v, G(M), g) 22. end

23. return sig = (z,c")

10-£,5 {BOSusy Fignuse} - End(e)
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K ITHFE (ms)
Ax—L Boundary®{ 7
A 33.36 38.08 142.26 1240.59 11667.19
FALCON
B 0
DILITHIUM A 34.67 45.79 156.19 1351.40 12727.83
TESLA A (before Ver. 2.8) 34,78 44,78 138.05 1196.26 11810.52
q
B (from Ver. 2.8) 30.84 38.25 38.63 38.63 31.42

FALCON: BATBZHAT BHIHE . HSMAA T/ Y astEL LK JY—RDAEBLL

DILITHIUM: HSMAIDMIB[ZDUNT, 7\ aitEITRMLR YD

qTESLA: Ver. 28B4 TBAMEZ ., HSMIAT/ N\t EIZDNWT DY —XEEHMNER(N
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1. 32¢EH TR A= )LAN =X L
2. AVEa—T42 T ) —ADEEE
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