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Dingee, Don, and D. Nenni. "Mobile Unleashed: The Origin and Evolution of ARM Processors
in Our Devices.” SemiWiki LLC (2015).
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ARM . VAl DLk 4
7 — A A ARM core Ez= SoC TSw R TIA—/

Broadcom :

ARMv6 — ARM1176JZF-S — BCM2835 —>  Raspberry Pi 1
Broadcom :

ARMvS8-A — ARM Cortex-A72 — BCM2711 —>  Raspberry Pi 4
ARMv7-A —> ARM Cortex-A9 — Apple A5 — IPhone 4S
ARMv7-A — Apple Swift — Apple A6 — IPhone 5
SRR __, = Apple Avalanche NN N Phone 13

ver — #%: Apple Blizzard ppie 'Fhone

https://www.raspberrypi.com/documentation/computers/processors.html
https://phonedb.net/index.php?m=processor&id=2828&c=apple_a5_apl0498__s5/8940
https://phonedb.net/index.php?m=processor&id=3568&c=apple_a6_apl0598__s5I8950x
https://phonedb.net/index.php?m=processor&id=8718&c=apple_a15_bionic_apl1007__apl1w07__t8110
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- ACORN%t
« KbEw MREATI>E1—4—BBC Micro(1981-) (MCPU(MOS6502)MD& RN RN gh
RSN O
. ILn/tﬁI’(DMotrallaGDCPU%EitL/7T:73“§|JDﬂ%ﬂfib*‘E(\ ACORNFT DR ELEDIRE (CIZERY,
L)

- (Kffii§ TERTESCPUZ BT
. (EATIHE = Fw TEREAINEN
 MOS 6502: 3,510
e Intel386: 275,000

« ARM1: 25,000
« ARM2: 27,000

» Sophie Wilson (Robin Wilson)h*ARM% 553 C—
« UC/\—2JL —DRISCIHX(1980)EFHATE T ENNE D> HNT, BBC Micro™ by Dave Briggs is

. VLSI3th 85 licensed under CC BY-SA 2.0

Dingee, Don, and D. Nenni. "Mobile Unleashed: The Origin and Evolution of ARM Processors in Our Devices.” LLC (2015).
Patterson, David A., and David R. Ditzel. "The case for the reduced instruction set computer.” ACM SIGARCH Computer Architecture News 8.6 (1980): 25-33.
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ARMODCPUE—RVYPTEFH1 VUF 1 IRODESE

ISA ver. BhEeE (CPUE— RPtEF 21U 7 1 5R)
Acorn 1985 ARMv1 ARM1(EX1E) User Mode, FIQ Mode, IRQ Mode, Supervisor Mode
ARM? .
1986 ARMv?2 ARM3 MEMCH =
ARM®610 . e
ARM Ltd. 1991 ARMv3 ARM700 Abort Mode, Undefined Mode, Cachef& &
ARM710T
1993 ARMv4 ARMS&10 System Mode
ARMOTDMI
997 | ARy | ARMS26ELS Jova 3(2000
ARM1176JZ(F)-S
2002 | ARMv6 SC000 Monitor Mode, TrustZone#i3%(2003)
Cortex-MO
Cortex-Ab5 - A9
2004 ARMv7 Cortex-M3,4 Hyp Mode (2010)
Cortex-R4,5,6
2011 ARMv8 Cortex-Abx 64bit
2014 ARMv8.1 Virtualization Host #L5R
2017 ARMv8.4 Secure Virtualization¥i ok
2021 ARMv9 ARM CCAH*

SEXRRERR—Z
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ARMODCPUE—RVYPTEFH1 VUF 1 IRODESE

BINR—DRICEAT 5SEH

Armv1 https://en.wikichip.org/wiki/acorn/microarchitectures/arm1

Armv2 https://www.itmedia.co.jp/news/articles/2006/08/news058 2.html

Armv3 https://en.wikichip.org/wiki/arm_holdings/microarchitectures/armé

System Mode https://developerarm.com/documentation/dui0471/g/Handling-Processor-Exceptions/Use-of-System-mode-for-exception-handlin
Java¥liaR https://ascii.jp/elem/000/000/317/317686/

TrustZone https://pc.watch.impress.co.jp/docs/2003/1022/arm.htm

TrustZone https://www.sigmobile.org/pubs/getmobile/articles/Vol22lssue3 1.pdf
ZOAtE https://en.wikipedia.org/wiki/ARM architecture family
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https://en.wikichip.org/wiki/arm_holdings/microarchitectures/arm6
https://developer.arm.com/documentation/dui0471/g/Handling-Processor-Exceptions/Use-of-System-mode-for-exception-handling
https://ascii.jp/elem/000/000/317/317686/
https://pc.watch.impress.co.jp/docs/2003/1022/arm.htm
https://www.sigmobile.org/pubs/getmobile/articles/Vol22Issue3_1.pdf
https://en.wikipedia.org/wiki/ARM_architecture_family

Reference Manual

ARM hardware

reference manuol

ARM Evaluation System

Acorn OEM Products

ARM1 (1985) 56/ RX—=
ARM hardware reference manual
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Arm’ Architecture Reference Manual

for A-profile architecture

arm

ARMvV8,v9-A (2024) 14,777 X—=>
Arm Architecture Reference Manual
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https://chrisacorns.computinghistory.org.uk/docs/Acorn/OEM/AcornOEM_ARMHardwareRM.pdf
https://developer.arm.com/documentation/ddi0487/latest/
https://developer.arm.com/documentation/ddi0487/latest/

Reference Manual

Processor mode bits (m1,m0)

These are output signals which are the inverses of the internal status bits
indicating the processor operation mode.

ml m( mode

0 0 supervisor
0 1 irq

1 0 fiq

1 1 user

Note: this table gives the values at the pins; the internal bits are inverted
with respect to this table.

ARM hardware reference manual Arm Architecture Reference Manual
2024/05/10 ©2024 SECOM CO., LTD. for A-profile architecture
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ARM v2 (1986 -)

RISC OS OPEN

Safeguarding the past, present and future of RISC OS for everyone

Home News Downloads Bugs Bounties Forum Documents

OS SWI Calls

///////////////// IO SN o B

* OS_AbortTrap
I

OS Kernel
(RISC OS)

muuammw [EEE 2

ol oLl a2

i mmmnuuu
e OS_BinaryToDecimal
e OS_BPut

e OS_BreakCtrl

Hardware

very
o OS_ _ChangedBox

OS SWI Calls in Library

Acorn A3000, front view. by
mikkohoo is licensed under
CC BY-SA 4.0

(riscosopen.orq)

SAFAO—=)L=Y T D1 7EIDIAF =SoftWare Interrupt Call
2024/05/10 ©2024 SECOM CO,, LTD. 9



https://fr.wikipedia.org/wiki/Acorn_Archimedes
https://fr.wikipedia.org/wiki/Acorn_Archimedes
https://creativecommons.org/licenses/by-sa/4.0
https://www.riscosopen.org/wiki/documentation/show/OS%20SWI%20Calls
https://www.riscosopen.org/wiki/documentation/show/OS%20SWI%20Calls

ARMSE%3Z (1990-)

KIE
(5T - ol
Olivetti ARE
VIS :
BhSE/K%EE BhHEKFE - EDAY—JL :E’EFT:E
B
|

ullg v/ . HUE \
e KE e KE xKla
Da[E|Acorn S AR Nl — — \
- VLSI VLSI \
2[EAcorn 4
~ \A

A4 ARM Ltd.

ARME%E ARME%E
F—A T4 ARM3%5
F—1I
(1978-) 1983-1985 1985-1998 1990-
Acorn RISC Machine Advanced RISC Machine

Dingee, Don, and D. Nenni. "Mobile Unleashed: The Origin and Evolution of ARM Processors in Our Devices.” LLC (2015).
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ARME%3Z (1990-)

* Larry Tesler

* Xerox — Apple—mNewtonJ O 10 bNHR—+

* Newton? D FE < UL\ D TCULVRWEF ICARM2DEEE (CZEZ R ITTZ,
* Robin Keith Saxby

 Motorola — European Chip (Atmel) = ARMHJ{X.CEO

e Larry Tesler(CA D hEH. Acorntt DA I>)LICTIRD 1218,
ARMAJ.CEO

« RU MY T ENFCPUICIRDEIEEM B D TZARM CPUZE. #HAAFHE]
T TR 3AiZ &E o> TlRINES EHIE

Dingee, Don, and D. Nenni. "Mobile Unleashed: The Origin and Evolution of ARM Processors in Our Devices.” LLC (2015).
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RISC OS OPEN

Safeguarding the past, present and future of RISC OS for everyone

Home News Downloads Bugs Bounties Forum Documents

Appl App?2
PR 2l 0S SWI Calls

* 0S_AbortTrap

OS Kernel :

(RISC OS) :

Hardware : :
. 05 CallEvery
e 0OS_ChangedBox

"Acorn Archimedes” by

OS SWI Calls in Library
(riscosopen.orq)

PaulVernon1974 is licensed
under CCO 1.0 Universal
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https://creativecommons.org/publicdomain/zero/1.0/deed.en
https://www.riscosopen.org/wiki/documentation/show/OS%20SWI%20Calls
https://www.riscosopen.org/wiki/documentation/show/OS%20SWI%20Calls

ARM v3 (1991 -)

Kernel Kernel
\VileYe! \VileJe! Mod

OS Micro Kernel
(Newton OS)

Kernel

Hard
“Newton and iPhone: ARM and areivare

ARM" by Blake Patterson is licensed
under CC BY 2.0

Historic ARM Presentation to Apple Computer — 1992
https://www.youtube.com/watch?v=ZV1NdS w4As

ApplettBEITDH> T 7 L > X TARMHENARMDF YT (ARM 610) ZfFaR L CULNDEE
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16
17
18
19
20
21
22
23
24
25
26

#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

kGetPortSWwI
kPortSendSwWI
kPortReceiveSWI
KEnterAtomicSWI
KExitAtomicSWI
kGenericSWI
kO6SWI

kQ7SWI
kFlushMMUSWI
kO9SWI
kVersionSWI
kSemOpSWI
k12SWI

https://github.com/ne

wtonresearch/newton-

framework/blob/maste

r/OS/SWI.h
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https://www.flickr.com/photos/blakespot/2379207825/
https://www.flickr.com/photos/blakespot/2379207825/
https://www.flickr.com/people/35448539@N00
https://creativecommons.org/licenses/by/2.0/
https://github.com/newtonresearch/newton-framework/blob/master/OS/SWI.h
https://github.com/newtonresearch/newton-framework/blob/master/OS/SWI.h
https://github.com/newtonresearch/newton-framework/blob/master/OS/SWI.h
https://github.com/newtonresearch/newton-framework/blob/master/OS/SWI.h
https://www.youtube.com/watch?v=ZV1NdS_w4As

ARM7TDMI (1994)

ARM V4 (1 993 ') (Thumb, jtag Debug, fast Multiply, embedded Ice)

» ER UIZARM7TDMI
- ¥E7E5E Nokia 6110
o FDAMBEHGSMIEFEE. KINZINDHD.
\—9711/7 I\#¥ : Game Boy Advance
\—SJI)ILTL—1— :iPod> 1) —X

* J
/]

ARM e IN=FDT7
7 — = T A ARM core 3= SoC TSvw RIA—/
Texas Instruments :
ARMVAT S ARM7TDMI S MAD? 5L43H04 —_— Nokia 6110

https://www.arm.com/ja/resources/blueprint/arm-official-history
https://macforlives.wordpress.com/2008/08/20/arm7tdmi-processor/

http://www.sizecoding.org/wiki/Gameboy Advance
https://en.wikipedia.org/wiki/ARM7
https://Ipcwiki.miraheze.org/wiki/Texas Instruments
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https://en.wikipedia.org/wiki/ARM7
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ARM926EJ-S(2001)
ARM V5 (1 997') (Enhanced, Jazzele, Synthesizable)

R EE Clavahh Sk Uidsh D

Ll Ce n S e P I a th r m Licensee Platforms
e Java J2ME

Ul Framework

. . 0 Ul Application Framework
Application Services A Took N k] [ [cone] [Ferse]
SV

Application Services

OS/ B a S e S e er Ce S PIM & Messaging & Office Data Sync Application
Other Engines Support Framework
PIM & Messaging App Internet & Web Printing
. . Support App Support Support
Symbian Micro Kernel |
1 OS Services
( Sy m b I a n O S ) Serial Comms & Graphics Generic
Short Link Services Services Services
Telephony Networking Connectivity
Services Services Services

| Base Services

Hardware

| Kernel Services & Hardware Interface

Fig. 1. Symbian Architecture. Source: Symbian.

“Nokia 6630" by Eirik Solheim . o
iS Iicensed under CC BY-SA 20 West, Joel, and David Wood. "Evolving an open ecosystem:

The rise and fall of the Symbian platform." Collaboration and
competition in business ecosystems. Vol. 30. Emerald Group
Publishing Limited, 2014. 27-67.

https://Ipcwiki.miraheze.org/wiki/Nokia_6630
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ARM926EJ-S(2001)
ARM V5 (1 997') (Enhanced, Jazzele, Synthesizable)
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ARM v6 (2001-) Trustzoneiii&(2002)

« A—Y—ENRDH—DETRIBED TV
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s TFaUFTAFYIZENMTD
« JRXMEEECHEREDD
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* https://patents.google.com/patent/US9111097B2/ (2002)
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Modem Main Processor
Cortex-R4 PR Cortex-A9 |
<-|- —_— ¢
I : Generic T '
Wk o L2 Cache |
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GEN ¢ S (PL310) | TZMA
: 4] f
: l l AX| Bus T l
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1z : : l 5> s
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SMC Trace Debug Display —S—> Bridge €-NS-
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—» NS Timer
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Figure 6-1 : The Gadget2008 SoC design

The TrustZone Memory Adapter
for on-SoC (SRAM)

The TrustZone Address Space Controller
for off-SoC (DRAM)

The TrustZone Protection Controller
for controling security signals on a SoC

ARMV7EF,0D—=177)L https://developer.arm.com/documentation/PRD29-GENC-009492/c/TrustZone-System-Design

Park, Heejin, and Felix Xiaozhu Lin. "Safe and Practical GPU Computation in TrustZone." Proceedings of the Eighteenth European Conference on Computer Systems. 2023.

Lentz, Matthew, et al. "Secloak: Arm trustzone-based mobile peripheral control." Proceedings of the 16th Annual International Conference on Mobile Systems, Applications, and Services. 2018.
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A€V FIHSEFEIDESTE (OP-TEE)

#ifndef PLATFORM_CONFIG_H
#tdefine PLATFORM_CONFIG_H optee_os/arch/arm/***/

platform_config.h

/* Make stacks aligned to data cache line length */
#define STACK ALIGNMENT 64

/* Optional: when used with CFG_WITH PAGER, defines the device SRAM */
#define TZSRAM BASE Ox3F000000
#define TZSRAM SIZE (200 * 1024)

/* Mandatory main secure RAM usually DDR */
#define TZDRAM BASE Ox60000000
#tdefine TZDRAM SIZE (32 * 1024 * 1024)

/* Mandatory TEE RAM location and core load address */
#define TEE_RAM START TZDRAM_BASE
#define TEE_RAM_PH_SIZE TEE_RAM VA SIZE

https://optee.readthedocs.io/en/latest/architecture/core.html
https://github.com/apache/incubator-teaclave-trustzone-sdk/blob/master/docs/expanding-ta-secure-memory-on-gemuv8.md

2024/05/10 ©2024 SECOM CO., LTD. 26
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ARM v6 (2001-) N
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Realm Management MonitorddA—7>YV—-XV I ko177
jl:l:/‘lg |\ l_TF_RMMJ ®F;ﬁ%bvﬁ&)5ntb\5° Memory Physical Realm Non-Secure Secure Root
https://www.trustedfirmware.org/projects/tf-rmm PRI OIS Program  |Program| Program

ARMV9.0 CCA (2021)zrzasw» pem - & . ¢
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(HW Encrypted)

Root PAS
Secure (HW Encrypted)

(o} o (o} o
Secure PAS X X o) (o)
X X X o

Realm Non-Secure

Confidential compute
for 3™ parties

TrustZone with dynamic memory
15t party use case

Hypervisor based security,
owns resource and scheduling

A A
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erne evice !
OS Kernel o5 Keme! N Device
US REriel M 0S Kernel Secure VM
El_l (VANNS RIS Part|t|on
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Hardware

2% https://trustedfirmware-a.readthedocs.io/en/latest/components/realm-management-extension.html
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OP-TEEIC(ZARMv7RI(F & ARMvVSEITNNE B

ARM v7 ) o ARM v8
X TRFEER D N OP-TEED #EH I BERY ,

|
| |
| |
Non-Secure : Secure Non-Secure : Secure
| |
| |
PLO “App A I TA TA  Secure - PLO ELO I TA TA S- ELO
|
pL 1 | Secure - PL1 EL 1 | ‘ S-EL1
| |
. | :
Monitor Secure - PL1 EL3 Monitor S—EL3

Hardware

Hardware

ARMVS8T (3 TrustedFirmare-Ah'Monitordd 040 S5 LA%xEY,

“Armv7-A platforms should use the OP-TEE OS secure monitor. Armv8-A platforms are likely to rely on an Trusted Firmware A.”
https://optee.readthedocs.io/en/latest/architecture/core.html#core-exception-vectors
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T/ EF21 VU5 HilfDIRE(E (TCG)

 TCG (2003-)
« TPMFWV I THEL

* Intel, Microsoft, AMD, HP, IBM, Sun Microsystems/® &, > E1—~5—=H
ELTWBA—H—(Ck> THESN =k

e Trusted ComputingZXIR I DD/ \— RT T 7YV T hJ 1T 7 DI
» Trusted Computing Platform Alliance (1999-2003) H\;cMEIK
* NokiaDEFAN—>3>
o FERDOA>FTF > X% NokiaNEIB I IMEBNTRLIRD
o Fv ITIRTHMEE L EINNL. FY IR S B TIHRFENEED

* Trusted Computing Group (TCG) NDIEE
» Mobile Phone Work Group’z =4 (2005)
« Mobile Trusted Platform Module (Mobile TPM, MTM)ZF3k (2007)

SEHK : https://blog.ssg.aalto.fi/2019/06/historical-insight-into-development-of.html
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OMTP (2004-)

* Open Mobile Terminal Platform

B=
- B/AILEFUT 1 HKitiDOREL (TCG)
- SEROBEFHKRICEHRINDIHERT SV M I A —ARKMORN 275>V -2 7 A
BHAE
o A—TREBBFEISY N IA—LTRE
o IRERA—HD—DYIT NI T IRA - ([CHRAZRR
- BREHEEIOO— RY Y TEHIE
«  BIERECEURIR ENDIRE(CDBE HMT
I A ) (—
+ Telecom Italia Mobile, mmO2, Vodafone, Telefo'nica Mo'viles, SMART Communications, Orange, T-Mobilem, NTT k1€

Advanced Trusted Environment(TRO: 2006, TR1: 2008)
s B)\AIIREBICHERTFIVSTABEBCEAIBIRFIAT
« #)®TTrusted Execution Enviroment (TEE)&E WS SEZ{ED /-

https://en.wikipedia.org/wiki/Open Mobile Terminal Platform
http://www.omtp.org/OMTP Trusted Environment OMTP TRO v1 2.pdf
http://www.omtp.org/OMTP Advanced Trusted Environment OMTP TR1 v1 1.pdf
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https://en.wikipedia.org/wiki/Open_Mobile_Terminal_Platform
http://www.omtp.org/OMTP_Trusted_Environment_OMTP_TR0_v1_2.pdf
http://www.omtp.org/OMTP_Advanced_Trusted_Environment_OMTP_TR1_v1_1.pdf

BN+ VT 1 FKiliDiR4E(E (TCG)

* GlobalPlatform (1999-)
S AVE 5

* 1996
« Schimberger : Java CardF3&
* 1998
« Visa : Visa Java Open Platform ({1%%)
* 1999
* Visa, NTT ftl115%t :
NBank Global Platformz%yz ({1#% - fH#%)

QE . {11 - HBOEFA—>3>

30 * Java Card FDT77 T U DIBHEMER®, Java Card &FiAHER D 2=
e A BSEEE . EER ICEE DR DR,

MONTH/YEAR

- 12755  FIE T, AAECEIRL TV B OREBIT> TS,
AL HOLDER

”Basic Credit Card" iS “CGI’]SGd under CCO 1 0 https://xtech.nikkei.com/dm/article/NEWS/20070719/136272/

https://globalplatform.org/latest-news/globalplatform-attracts-new-members/
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https://openclipart.org/detail/295746/basic-credit-card
https://creativecommons.org/publicdomain/zero/1.0/
https://xtech.nikkei.com/dm/article/NEWS/20070719/136272/
https://globalplatform.org/latest-news/globalplatform-attracts-new-members/

Global PlatformTTIRE U CL\3 {1k

REE GPD TEE

() e, « GPD TEE System Architecture
I

e TEEZEIR I B )V —xF57TFvE
ROD(TAR

e * GPD TEE Client API

==  REERI7 U THES APIHR

-  GPD TEE Internal Core API

Platform Hardware : Shared Trusted Perpherals | ° TEE{E\UO)Tj I J (Tru Sted
Application) THEDAPHIER

I Shared, or synchronized, Memory Image TEE Isolation Boundary (Defined by TEE PP)

Fixed Isolation boundary Y
t Low level message routing
:
.
.
.

Transferable Isolation — Some peripherals
may be shared. Such sharing must be under
the control of other hardware under
permanent control of the TEE.

@ Application interfaces

GlobalPlatform Technology “TEE System Architecture Version 1.2" (2018)/55|F3
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Global Platform®DER RF1 A b

* TEEBED RF 1A > h2IRFKEIT S L29%EY  (2024/05/07)
» TEE System Architecture v1.3 (2022)
« TEE Client API Specification v1.0 (2010)
 TEE Internal Core API Specification v1.3.1 (2021)

For inquures about GhobalPiaiorm o webate sastarce, conact

PY Global ABCUTGLOBMPATIONS  TIOWOLOSY  CONTHXATION DUCATON  COMMMTY  MEWSADVONTS  Loow G
Platform™ P—

.. https://globalplatform.org/specs-library/
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OP-TEE (Open Portable TEE)SE4HED#ZES

?77?-2013
o BHMBTEES RXFTAYV I NI T 7 ZHFE
« ST-Ericson (ZRSTMicroelectronics) BMBTEES XAV D NDO 1T P Z=HFE

2013
« ST-Ericsonh’GlobalPlatformhS 1> S5+ 7> ARTERE

2013 %3
e LinaroitzF1 U5+ WGE R
. 72{—77>‘J—7\0)TEE~>7\?A\J7 ROTT7ZRARUEIDEULUT, SEIFRARIAS —EZT8, ST-EricsonMB DI D &I
FrD/Co
« XLinaro : REDMIEEFFEIE. 2010FENSAMENTOA—T >V -V T NI T 7HFEEHEE L TLVD,
2014/06/12
« A—T>YV—-XT0O>21 FOP-TEEE U TGitHUb TR

2015
o OP-TEEDFREEN STMicroelectronicsh'SLinarolCBE =ND.

20195F9AR
« OP-TEEDFTEHEN LinaroN STrustedFirmware.org 7O T MIBEEIND.

https://optee.readthedocs.io/en/latest/general/about.html#history
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OP-TEEDMEHR T BHED

REE | GPD TEE GPD TEE Client API

4{ @-M—@ « REE@IZ7Z7UTESAPI
Sl GPD TEE Internal Core API

Nomal REE
Application(s)

Client
Application(s)

-~ GPD TEE ™.

« TEE@IDTZFY (Trusted Application) TIESAPI

Protocol
.. Specs -
B VGPDTEEC!ienlAPI 5 3 GPD TEE Internal Core API and L] Trusted OS

other GPD TEE Intemal API specs

Trusted OS Componenls aad (] O P _T E E O S

LKL] conf e [;;ca [] Secure Monitor
o K romeirama ) « ARMV7TI(XOP-TEER E(H
S’ | --—-—-—-—-—-g; » ARMV8T (XTrusted Firmware-AQMEft

7 I— Messages —] I
]
B B T B e e —_—

Elationy Hardwar e LinuxFl RS-/ {(Linux V4. 12 TERKZEANY —>NJe)
« REE Commincation Agent

« SDK
TEE Isolation Boundary (Defined by TEE PP)

I Shared, or synchronized, Memory Image f— 2 |\
. :

Fixed Isolation boundary

t Low level message routing L4 -U-\/j) I/:I - I<

Transferable Isolation — Some peripherals i
may be shared. Such sharing must be under ° ﬁ /Z
the control of other hardware under N
permanent control of the TEE.

Rich Og Components

Key

@ Application interfaces

GlobalPlatform Technology “TEE System Architecture Version 1.2" (2018)/55|F3
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 ARM
« ARMI(3V1, v2.DKDITEILLTULD
« ARMV6DCA(C, B/I\AILFRDTZF 1 VT4 MK E U TTrustZoneMEFEN T
« ARMV7EARMVB TR ELIHENEDDTZ

* TrustZone
+ 1 DDCPUZEHTEME2DDCPUD KD (IR U TIRD EHNTE DFilT
+ SecureWorld&Normal World® 2 Dh'ép 3
o JI\=RIOTTVEITTRLEZRATLAY I NI T 7HBEER IR

+ GlobalPlatform & iE#E{L
« TrustZoneDFFMEE (IERZEE LB DT
« TCG. OMTP. GlobalPlatformh5ZNENE/\AILT/\A ADTF 1 UFT 1 FERICDVWTREN DD I
«  OP-TEE(ZGlobalPlatformDAR(CEHL L TLVD

* OP-TEE (Open Portable TEE)
e ST-EricsonMEDTEES AT LAYV I MO T 77Z{EDTLVE
. ZDIRFT ALY T I I HGlobalPlatform DT ARERLDREENE SN
- BEUHAIC. LinaroMTEES AT AV I RO PDA -T2V —-bZzBIELTHD. ST—FEricsonE L. 20145 A =T >
V—XERRDIZ
« ARMV7EIFEARMVEEIT TRIRD 7 —FF T F v (CIRDTLD
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KR (CFcDOPCTHEZ RN SEVNTTFU)

54 L2 NUEH (UbuntuBIREEIES#)

optee/

, 2F LI NUDORBEHRBLELE.
build/ FREDT 1 LI NJ(E. OP-TEEDMHEAENB ESICLSBEBF AL IR
buildroot/ &0+ LU KU Trusted Application@FiFd &S CL<SECT DT LI R

hafnium/ Non-Secure Secure

linux/

mbedtls/ optee_examples,
optee_client/ _ optee_test
optee_examples/ ELO buildroot

optee_os/
optee rust/
optee_test/
out/
out-aarch64-sdk/ hafnium S-EL2
out br/
gemu/

toolchains/
trusted-firmware-a/
u-boot/

optee_examples,

optee_ test >-ELO

optee_client

optee_os S-EL1
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BRICFTDOPCTHEZ BN SEWNT T

>4 LI MUKERK (QEMUJ:Lmux)

271 LI NJDOABEHBLELL.
IRFDT+« LI RJE TEEDRFETH D TENRET A LI K

bin/
data/tee/ /mnt/host Non-Secure

|
: Secure
dev/teeO I
dev/teeprive tee- optee_example_ !
etc/ T Pree_ Ple_ : /lib/optee_armtz/<uu
. . : id>.ta
lib/optee_armtz/<uuid>.ta ELO T : S-ELO
mnt/host/ H'
proc/
:oz’;/ S-EL1
u

sys/

usr/bin/ trusted-firmware-a mbedtls
usr/sbin/tee-supplicant

var/
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A\

SEVWC Rz

ERR(CFITTDPCTEIH LIRhH

RiThHE (GUI)

M miyazawa@ubuntum1: ~/prog/optee.4.0.0/build Q =

miyazawa@ubuntum1: ~/p... Secure World Normal World

# Use “-- ” to terminate the options and put the command line to execute after i
e
cd /home/miyazawa/prog/optee.4.0.0/build/../out/bin && /home/miyazawa/prog/optee
.4.0.0/build/../gemu/build/aarch64-softmmu/qemu-system-aarch64 \

-nographic \

-serial tcp:127.0.0.1:54320 -serial tcp:127.0.0.1:54321 \

-smp 2 \

-s -S -machine virt,acpi=off,secure=on,mte=off,gic-version=3,virtualizat
ion=false \

-Cpu max,sme=on,pauth-impdef=on \

-& unimp -semihosting-config enable=on, target=native \
-m 1057 \
-bios bl1.bin \

-initrd rootfs.cpio.gz \

-kernel Image \

-append 'console=ttyAMAQ, 38400 keep_bootcon root=/dev/vda2 ' \

\

-object rng-random,filename=/dev/urandom,id=rng@ -device virtio-rng-pci,
rng=rngd,max-bytes=1024,period=1000 -fsdev local,id=fsdev@,path=/home/miyazawa/p
rog/optee.4.0.0/build/../..,security_model=none -device virtio-9p-device, fsdev=f
sdev@,mount_tag=host -netdev user,id=vmnic -device virtio-net-device,netdev=vmni
c
QEMU 8.0.0 monitor - type 'help' for more information

CEUON |
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ERCFITDOPCTENND UM SEWVWTTFEL)

RiTHE (RY b—D—D#&UCUI)

(3) QEMU (1) REE ((rY P D—2Ji& L)

$ cd ~/optee/build $ cd ~/optee/build
$ make run-only $ ./soc_term.py 54320

QEMU_VIRTFS_ENABLE=y e
Welcome to Buildroot, type root or test to login

buildroot login:

(2) TEE (rY bDO—Di L)
$ cd ~/optee/build
$ ./soc_term.py 54321

QEMU_VIRTFS_HOST_DIR=$(pwd
Y/ oo/ ..

D/TC:? © tee ta close session:468 csess 0xel9c860 id 2
D/TC:? © tee _ta close session:487 Destroy session
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ERCFITDOPCTENND UM SEWVWTTFEL)

QEMUWSKRA MDFT A L MNUEID >

(1) QEMU

$ cd ~/optee/build
$ make run-only QEMU VIRTFS ENABLE=y QEMU_VIRTFS HOST DIR=$(pwd)/../..

iqemu) C

(2) REE

# mount -t 9p -o trans=virtio host /mnt/host
# cd /mnt/host
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ERCFROPCCHEZ R AR T

T4 LY MUK, (QEMU_ELinux)
zi:g/tee/ @ Non-Secure

I
: Secure
dev/teeO |
dev/teeprive tee- optee example |
etc/ supplicant P A : /lib/optee_armtz/<uu
. . : id>.ta
lib/optee_armtz/<uuid>.ta ELO T : S-ELO
mnt/host/ H'
proc/ !
root/ I
run/ : S-EL1
. |

e _
usr/bin/ trusted-firmware-a mbedtls
usr/sbin/tee-supplicant

var/
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KR (CFcDOPCTHEZ RN SEVNTTFU)

74 Lo NUIBH (34677 U BISEERES)

main.cEFRFDI 71 IDHABTZEHBULEUIZ.
IRFDI7A)LIE. Trusted ApplicationZHFE I D L TEETHDIEENRFO>TVND I 71IL

optee_examples/hello world/ Non-Secure | Secure

Android.mk host I TA

CMakelLists.txt :

host/ ] optee_example hello_world : /lib/optee_armtz/
maln C £L0 (main.c) I 8aaaf200-2450-11e4- SELO
Makefile | abe2-0002a5d5c51b.ta

Makefile | : (hello_world ta.c)

ta/ optee_client :
Android.mk : optee_os S-EL1
gﬁi‘i‘za‘g?rld_ta € : hafnium S-EL2
L — hello_world_ta.h
Makefile
sub.mk

user_ta header_defines.h
https://optee.readthedocs.io/en/latest/building/trusted_applications.html
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J71IAE (BE7ITVURFREIRR)

Makefile sub.mk
BINARY=8aaaf200-2450-11e4-abe2-0002a5d5c51b srcs-y 4= h§110_worlq_ta-c
include $(TA_DEV_KIT DIR)/mk/ta_dev_kit.mk global-incdirs-y += include/

cflags-hello_world ta.c-y += -Wno-strict-prototypes
cflags-remove-hello world ta.c-y += -Wno-strict-prototypes
libnames += foo

libdirs += path/to/libfoo/install/directory

libdeps += path/to/greatlib/libgreatlib.a

user_ta_header _defines.h

#define TA _UUID
{ ox8aaaf200, 0x2450, 0oxlle4d, ¥
{ oxab, ©Oxe2, 0x00, 0x02, Oxa5, ©xd5, Oxc5, ©xlb} }

#define TA_FLAGS (TA_FLAG_EXEC_DDR | ¥
TA_FLAG_SINGLE_INSTANCE | ¥
TA_FLAG_MULTI_SESSION)

#define TA_STACK_SIZE (2 * 1024)

#define TA_DATA SIZE (32 * 1024)

#endif /* USER_TA HEADER DEFINES H */

https://optee.readthedocs.io/en/latest/building/trusted_applications.html
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TEEEREEDEED I L —LD—D

Non-Secure Secure

main.c hello world ta.c
host TA - -
? TEEC InitializeContext
B <+ TA_ CreateEntryPoint
O O  TEEC OpenSession
<+> TA_OpenSessionEntryPoint
(O TEEC_InvokeCommand > TA_InvokeCommandEntryPoint
<> TA_CloseSessionEntryPoint
(O TEEC_CloseSession
<+ TA_DestroyEntryPoint

O TEEC_FinalizeContext

https://optee.readthedocs.io/en/latest/building/trusted_applications.html
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ERCFITDOPCTENND UM SEWVWTTFEL)

DEBUG: GDB (Normal World)

https://optee.readthedocs.io/en/latest/building/devices/gemu.html

(1) QEMU (2) REE (Linux)
$ cd ~/optee/build # gdbserver :12345 xtest 4002
$ make run GDBSERVER=y gdbserver: Unable to determine ...
gdbserver: Unable to determine ...
. Process xtest created; pid = 138
(gemu) c Listening on port 12345
Remote debugging from host 10.0.2.2, port 52828

(3) GDB

$ cd ~/optee

$ out-br/host/bin/aarch64-linux-gdb -q

(gdb) set sysroot out-br/host/arm-buildroot-linux-gnueabihf/sysroot
(gdb) target remote :12345

(gdb) b main

(gdb) c
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ERCFITDOPCTENND UM SEWVWTTFEL)

DEBUG: GDB (Secure World)

https://optee.readthedocs.io/en/latest/building/devices/gemu.html
(1) QEMU (3) REE (Linux)
$ cd ~/optee/build # xtest 4002

$ make run CFG_CORE_ASLR=n |l Test ID: 4002
Run test suite with level=0

(gemu) c TEE test application started over default TEE

instance

(2) GDB

$ cd ~/optee

$ out-br/host/bin/aarch64-linux-gdb -q

(gdb) target remote :1234

(gdb) symbol-file optee os/out/arm/core/tee.elf
(gdb) b tee _entry std

(gdb) c
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ERCFITDOPCTENND UM SEWVWTTFEL)

DEBUG : PanicBREROdumpAvtZz—>

E/TC:? ©

E/TC:? @ TA panicked with code @xff{{0006

E/LD: Status of TA 2bd71b48-8000-4834-b93f-1ab567282acd

E/LD: arch: aarché64

E/LD: region ©: va 0x40005000 pa ©x0e337000 size ©x002000 flags (1ldelf)
E/LD: region : Va 0x40007000 pa 0x0e339000 size 0Ox009000 flags (1ldelf)
E/LD: region : va 0x40010000 pa 0x0e342000 size 0x001000 flags (1ldelf)
E/LD: region : va 0x40011000 pa 0x0e343000 size 0x004000 flags (1ldelf)
E/LD: region : va Ox40015000 pa 0x0e347000 size 0x001000 flags

E/LD: region : Va 0x40016000 pa 0x0e36e000 size 0x001000 flags (stack)
E/LD: region : va 0x40017000 pa 0x7f8b2c60 size 0x001000 flags (param)
E/LD: region : va Ox40018000 pa 0x7f8b2a88 size 0x001000 flags (param)
E/LD: region : Va Ox40087000 pa Ox00001000 size ©x01a000 flags [0]
E/LD: region 9: va 0x400a1000 pa Ox0001b000 size Ox00cOOO flags [0]
E/LD: [@] 2bd71b48-8000-4834-b93f-1ab567282acd @ ©x40087000

E/LD: Call stack:

E/LD: 0x40081918

E/LD: 0x400876b8

E/LD: 0x4008721c

E/LD: 0x40090894

E/LD: 0x4009066C

E/LD: 0x400876ec

D/TC:: user_ta enter:201 tee user ta _enter: TA panicked with code oxffff0006
D/TC:: release ta ctx:668 Releasing panicked TA ctx

D/TC:: tee_ta invoke command:796 Error: ffff3024 of 3

D/TC:: tee _ta close session:468 csess 0Oxel9c860 id 2

D/TC:: tee ta close session:487 Destroy session

D/TC:: destroy context:326 Destroy TA ctx (©xel9c809)

coNOUVhhWwWDNBRE

https://optee.readthedocs.io/en/latest/debug/abort_dumps.html
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ERCFITDOPCTENND UM SEWVWTTFEL)

DEBUG : dumpZhS5AXAFYYI ML —RZMEiR T DL

> cat dump.txt | ../../optee.4.0.0/0optee_os/scripts/symbolize.py -d ./ta/*

E/TC:? @ TA panicked with code @xffff0ee6 (TEE_ERROR_BAD PARAMETERS)

E/LD: Status of TA 2bd71b48-8000-4834-b93f-1ab567282acd

E/LD: arch: aarché64

E/LD: region ©: va 0x40005000 pa ©x0e337000 size ©x002000 flags (1ldelf)

E/LD: region : Va 0x40007000 pa 0x0e339000 size 0Ox009000 flags (1ldelf)

E/LD: region : vVa 0x40010000 pa 0x0e342000 size 0Ox001000 flags (1ldelf)

E/LD: region : va 0x40011000 pa 0x0e343000 size 0x004000 flags (1ldelf)

E/LD: region : va 0x40015000 pa 0x0e347000 size 0x001000 flags

E/LD: region : Va 0x40016000 pa 0x0e36e000 size Ox001000 flags (stack)

E/LD: region : va 0x40017000 pa 0x7f1015f0 size 0x001000 flags (param)

E/LD: region : va 0x40018000 pa 0x7f101418 size 0x001000 flags (param)

E/LD: region : vVa Ox40087000 pa Ox00001000 size 0x01a000 flags [0] .text .eh_frame .rodata .gnu.hash .ta head .dynsym .dynstr .hash .rela.dyn
E/LD: region 9: va 0x400a1000 pa Ox0001b000 size Ox00cOOO flags [0] .dynamic .got .rela.got .data .bss

E/LD: [0] 2bd71b48-8000-4834-b93f-1ab567282acd @ ©x40087000 (ta/2bd71b48 -8000-4834-b93f-1ab567282acd.elf)

E/LD: Call stack:

E/LD: 0x40081918 ~ GP11 TEE DeriveKey at /mnt/devssdl/miyadev/prog/optee.4.0.0/optee os/lib/libutee/******kk* k%% c:7123455
E/LD: OXx400876b8 XXXXXXXXXX ta/¥k*k**kkkdkkkk*x c.156

E/LD: 0x4008721c yyyyyyyyyyyy at ta/¥¥dkkxxkkdkkkx*x c.82

E/LD: 0x40090894  ta invoke cmd at /mnt/devssdl/miyadev/prog/optee.4.0.0/optee os/lib/libutee/user_ta entry compat.c:95
E/LD: 0x4009066¢c entry invoke command at /mnt/devssdl/miyadev/prog/optee.4.0.0/optee os/lib/libutee/user ta entry.c:382
E/LD: 0x400876ec _ ta entry at /mnt/devssdl/miyadev/prog/optee.4.0.0/optee os/out/arm/export-ta _armé4/src/user_ta header.c:51
D/TC:: user_ta enter:201 tee user ta enter: TA panicked with code Oxffff0006 (TEE_ERROR_BAD PARAMETERS)

D/TC:: release ta ctx:668 Releasing panicked TA ctx

D/TC:: tee_ta invoke command:796 Error: ffff3024 of 3

D/TC:: tee _ta close session:468 csess 0xel9c860 id 2

D/TC:: tee _ta close session:487 Destroy session

D/TC:: destroy context:326 Destroy TA ctx (©xel9c809)

oNOOUV A WNBR

https://optee.readthedocs.io/en/latest/debug/abort_dumps.html
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BETLD

- J71IORBZIERUIC

« QEMUDRA k &E7RxBUbuntuflldd T 7 1)L (O> ) (A1) LIRIR)

« QEMU_LTEIMEY BLinuxdD I 7 1)L (EITIRIE)

« TEEfID7TY (Trusted Application) &. ENZEEITIT DIZHDREEAIDT7ZTUDY — X J1— RIRIE
- RIThinEERUIC

« GUI

« CUI

- JOVSLZEENIEDTHIE
« TEEECREENEIE T B2HDT L —LAD—DO DR
- optee_example/hello_worldDY—X 11— REF L E1—
« FINVOREEERUEE
« GDBICKDRAFTWYWITELT
o TEE_PanicBIEINEITESNIERFICTEERI O YV —)LICRREND Y > T DAL
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OP-TEE(QEMUVSKR)1 2> A b—ILiEDA A—>
(ﬂii‘:&ﬁ%ﬁ ~

HET 7Y BETA 7RA
/N4 )L

Buildroot
(Linux)

Toolchains
(GCCHH)

Trusted Firmware-A
soc_term.py

~
QEMU (armvs) soc_term.py

- /

BT DIFME/REHR(FOP-TEEAZKDBuIld and Run & Device specific information(QEMU v8)DR—H CEBE L 20\,

2024/05/10 ©2024 SECOM CO,, LTD. 61


https://optee.readthedocs.io/en/latest/building/index.html
https://optee.readthedocs.io/en/latest/building/devices/qemu.html

