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Challenge PKI Project English

The Multidomain PKI Interoperability Framework HEh
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https://www.jnsa.org/mpki/index.html

What's new?
Contents

o What's new?

]
» Introduction 2008) NEW!

* Our Proposal Memorandum for Multi-domain PKI Interoperability is now published as RFC 5217. (July

# The testcase database for Timestamp Protocol Interoperability Test Suite is downloadable. (July 2004)

: gﬂ]?c_ts » The testcase database for CPKI-TS 2
SOMICIences Government PKI (GPKI), Local Goven

» Contact 2004)

» Pariners

* The brand-new version of Challenge
* The online test center for Timestamp
« We have issued an announcement abc
conclusion of the 58th IETF discussion

« [Challenge PKIZOY 7] IE. NPO JNSA
A 2001 FICEBE LETZOY T o T
. RILF RA A IPKIDEDOIEE(CEE O, 52 s

According to the development of e-government and e-commerce, the importance of PKI (Public Key
Infrastructure) has been growing. A small minority of PKI vendors were the main player and PKI was used in
closed domain in early PKI. There are many players around PKI and multiple PKI domains are cross connected
in these latter days (e.g. GPKI in Japan, U.S. Federal PKI).

We are here
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Transition of PKI models
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From: draft-shimaoka-multidomain-pki-13 Informational Internet Engineering Task Force (IETF) ) T. Ite
Metwork Working Group M. Shimaoka, Ed. Request for Comments: 8813 SECOM CO., LTD.
Request for Comments: 5217 SECOM Updates: 54808 5. Turner
Category: Infermational N. Hastings Category: Standards Track sn3rd

NIST  1ssN: ze7e-1721 August 2028

R. Nielsen
Booz Allen Hamilton

July 2008 Clarifications for Elliptic Curve Cryptography Subject Public Key

Information

Memorandum for Multi-Domain Public Key Infrastructure Interoperability Abstract

Status of This Hemo This document updates RFC 5488 to specify semantics for the
keyEncipherment and dataEncipherment key usage bits when used in

This memo provides information for the Internet community. It does o A
certificates that support Elliptic Curve Cryptography.

not specify an Internet standard of any kind. Distribution of this
memo is unlimited. .
Status of This Memo

Abstract )
This is an Internet Standards Track document.

The objective of this document is to establish a terminology

framework and to suggest the operational requirements of Public Key This document is a product of the Internet Engineering Task Force
Infrastructure (PKI) domain for interoperability of multi-domain (IETF). It represents the consensus of the IETF community. It has
Public Key Infrastructure, where each PKI domain is operated under a received public review and has been approved for publication by the
distinct policy. This document describes the relationships between Internet Engineering Steering Group (IESG). Further infermation on
Certification Authorities (CAs), provides the definition and Internet Standards is available in Section 2 of RFC 7841.
requirements for PKI domains, and discusses typical models of multi-

domain PKI. Information about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
https: //www. rfc—editor.org/info/rfc8813.

https://datatracker.ietf.org/doc/html/rfc5217 https://datatracker.ietf.org/doc/html/rfc8813
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Rain Of Trust
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Software Updates for o1

- httos://datatracker.ietf.org/we/suit/about/

Remote ATtestation ProcedureS

- httos://datatracker.ietf.org/we/rats/about/

Trusted Execution Environment Provisioning
- httos://datatracker.ietf.org/weg/teep/about/
Manufacturer Usage Description Specification

- RFC 8520 Manufacturer Usage Description
Specification

- https://tools.ietf.org/html/rfc8520

=

- RATS

/ TEEP
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ETF110 (2021&F3883&) |0T Operations (iotops) WG Sﬁééd““
Provisioning with FIDO IOT

Target Cloud

[Device Management System)
Registration with Integrated FIDO 10T

9 Owner

Load Ownership Voucher

at Procurement a‘“‘

Late Binding Cloud Managed,
Single SKU - Provisioning loT data flows

Multiple Target clouds Discovery 0 9 0

o @
-
oA R o A TR o -

oF

o]

|OT Device power on

Device Manufacturer Device Recipient

data to loT Platform

Build and Ship FIDO 10T Register Ownership Register Device to ‘ Devices use FIDO 10T to Devices Authenticated Devices send sensor

Enabled Devices to Target Platform Rendezvous Service find owner location and Provisioned
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https://datatracker.ietf.org/meeting/110/materials/slides-110-iotops-fido-device-onboard-00

FDO: Out of Box = “in Service” T
PKIhY. X
FDO Download: ‘=gl
* Initialization/Hardening Scripts étbﬁu((‘
including Agent Device Manager 0s ﬁbﬂé

* Crypto and other Credentials hardening,

« Trust for local keys (CSR/Cert, firewall
multiple CA’s)
* Data files / programs (small, agent

is most likely) e Aggl:t
entials

IETF110 (2021 5F3HE8#E) 0T Operations (iotops) WG Eéé%o“““

SW version
SW update

Use FDO to set up:

« Agents Credentias
+ Software update (existing FOTA)

* Connection to other |IOT devices
«  FDO "Owner” to IOT devices

» Keys in TEE (e.g., using CSR)

» Devices in closed networks

Application
Credentials

1 730R—
ZN-TEEN. &
<HIEDRIICfE
 Internet / Intranet / Closed Network _ __ _ _ _ _ _ _ _ _ D ;h. 5 p

https://datatracker.ietf.org/meeting/110/materials/slides-110-iotops-fido-device-onboard-00
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TEEP(TEE Provisioning)
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App

28
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Trusted App
Manager (TAM)

U yuerToq

Trusted App

TEEP TEEP
Broker Agent
=

l APP.

App

AgentETAMIZ
Brokerz U CiEHE

Trusted

Untrusted
\E
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IETF10972 24> (2020%F118B3E) TOD —
TEEP(TEE Provisioning) [CEET B;&&) ScCOM

WG Draftd&i@
- dra;t—ietf—teeo—architecture—1 3  AREEEDEEDHUAEEEOENTFR HICTDH)
CEm
- draft-ietf-teep-protocol-0O4 . SUITORATSICXT I DIKEFBERDIC DU\ TCEESR
Hackathon
- TAM(Trusted App Manager) Server.
» Dave (Microsoft) . https!//github.com/dthaler/OTrP
- Isobe (SECOM) . https://github.com/ko-isobe/tamproto
- TEEP Agent
» Tsukamoto (AIST), Nagata, Kikuchi (Lepidum) : TEEP-Device
- Takayama (SECOM) . https://github.com/yuichitk/libteep
« Dave (Microsoft) . httos://github.com/dthaler/OTrP
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JE—rPTFRAT7—3Y
IETF Remote ATtestation ProcedureS (rats) WG

SEREETIRIBETEE (Trusted Execution Environment) X&. IRfEIOTT /N
1R <IREBANDIEE, — CThH. ZIKE%L\O)I%’?%)CC%
° {E;Eb\b@ rT/\’l’ zd)nﬁk%J CIIL:\I:I
« IR BT /N1 AR IS ERE S (trustvvorthiness) DE{TBFD5IEBA

loT /N1 X D209 —-EX
oY — \
— 1 “untrusted networks” .
TSy b7 —/A HW/SW loT TS Y kI —/A

Attester iy
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IJ :E— I\EIEEIE (Authentication)_c-\lg:a< IJ :E— |\77_‘27_‘—°J 3 \J@g;}z ?Eésﬁq
JE—FDY—T v D TREED] 8UTLNDDN?

« On the Internet, Nobody Knows
You're a Dog

o [42A—2YRTIE EFFIHNRIOT
SZHOASRODE |

« 1993F7H5H XEDH:EEIThe
New Yorker]

2021 FIREDEE

DAz (TP Trusted Party) DR TRU\C &

IoH ozl DALH. FA (RP: Relying

| Party) MERBLUTCNDBATATHDCEED

NoJz,

[TE. DATCDIAN I # (TP) [F. KK
D, ESOHSENTUNNDRMHCUIK,

On the Internet, nobody knows you're a dog.”

HH https://en.wikipedia.org/wiki/On the Internet, nobody knows you%27re a dog
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An authenticator like the iPhone is called a platform
authenticator, because the authenticator is a feature built
into the platform. There are two important properties that
Apple builds into the authenticator. The first one, as we
saw, is the Face ID and Touch ID, which is used to verify
users’ identity.

The second one is Secure Enclave, which is a processor
that manages all the private keys and guarantees that

Apple DOFIDO2XT %=

HH  Meet Face ID and Touch ID for the web
https://developer.apple.com/videos/play/wwdc2020/10670/
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Fourth, authenticators can, if hecessary, prove their

properties cryptographically via a process called
attestation.
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they cannot leave the device.
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Role of PKI / Trust Technology——Trust in Cyber-Physical Systems SECOM
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The role that PKI-Trust Technology should play
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The role that PKI-Trust Technology should play
© 2021 SECOM CO., LTD 42




RRHEICHEAHRAFTNDINETIZILEFS R |

BEE
EET/NTA

Al

fBEHshsLLE e~

ScCOM

5, LI

=0

Y—E£270kR20)

AlTw IO —E 288 loTH—EX

AP Ll 2

Root Of Trust MmN
eFarP-J—F S|;H 70 R OTA
¥ PVDI RO PERH UE—-HEE

Etc..

JE-

741 IN)VE™M PTAT=Y3Y Ha/N—ZR

B OEREI %D, Al-IoTICE B /"= ar
FHELTWAEEZLNE—F, REWIZHHIH
B aBICBnWTiE, BEloNRIFL AL 7MY
DOHb, THLIGEHICBTIE, BiledEg
EWZHIETELIT 7754 A - AlLy VOB 5HMT 2
LHLMNFAMPEELRY, TALHEIAMNTHERT
XL SHBOBAT—MEEIZBIIAESA O
PBREL D,

B . AL-IoT (E£D
AIR=232%Z ZDH8

| EOER, BENER

(==

e | 751N — tFxalJTr

https://www.jnsa.
org/jnsapress/vol4

J S

B ATy, BRFE. REORR

© 2021 SECOM CO., LTD

7/2 Kkikou-2.pdf

43


https://www.jnsa.org/jnsapress/vol47/2_kikou-2.pdf
https://www.jnsa.org/jnsapress/vol47/2_kikou-2.pdf
https://www.jnsa.org/jnsapress/vol47/2_kikou-2.pdf

PAN=T 1 INIVIYRTAICRITD SR SEi SECOVI
= TIYGWIAY - TvIANZZEAYTITITA | ks 8OIoTS

INA 2
lﬂ;’f} (— « SHEBEIRT W IAl
=L e . COBEBICTS

{VFTUF N

IoT7 /)\{ X EIE ALGRY—ER L UAN=D14IN
WIRATLDED

J5vRIA— J5vNJA—
B AFZERAD
714 INHIVZE=[EICH
PTAT—>3> 13 B8 « :[EIBNE

TS AIDH — ke —— =

S D71 —
5 TEE — ==
= — FeodlCre - JS51/\Y—
705 J\—R?I7 Root Of Trust ol - BF1U54

© 2021 SECOM CO., LTD 44



NS R EIRRTUA VR - AT VPO secoM

T SESMELF T
D57 REIOTT/ N 2D, | 57k ?l_l BEQT -5t Y5-I
ESREILTYYpIICEDR i BFBS2NER

BSloTO FS A EZHIRT D,

-

D27 ED6HT

REDTEER/N\—FDOzPEFaUT1Z2E8BL
12) loTTF/INA 2E2FaPICOSO NS )E—

S22 S RETIBE e
(TEE) T - 2TV PIETBTSY F DA —VDEIR
2EFIL

4 )
BRISIOTF/NA
LS ST—EA OTF/ XA 2H5
EEZ UL . " IREBBERE
AN 2 CEBE TR B
< BNHIES “ pNE—r——y— R (80R2ZL
\ HW Root of Trust HOME Ry D —D) /

© 2021 SECOM CO., LTD 45



B ashs BLE 2~

ScCOM

ZIRIT DDA NP—FFTDF v
Root Of Trust. 2NF#EEBSEMNAREMAATNIZSoC/CPUDTER

CPU * SoCICHHATFN D S X ~ (1 FERIES i)
TEE(Trusted Execution Environment) U\ DIEREEHE CTTF S5 1/S
1ZPh
ITVDOU=TGEROM EVNDU VYD - JOF DY 3V TEEIRETERVE
R — BSEI—TREBELTZ UL
TEE « T DU —IOHWRESNCSoClE. BARASHNEESN. AV—KrD =
VEICHZDFIICRESN. TIVIVFSARHEXRLDDHD??
ex N\ IB SO REAMATNIZSoC/CPU CPU « SoCld. X157%<
EB. TNOEHDEHFATNLEBEDDFHEMTHDIITDANY I #1d. +
D2ARUTND (D00 RNEEBFTTERLY) ,

© 2021 SECOM CO., LTD 46




48158 BRIDSRXEP—F57D0F v—| S_COVI
4 D GDE%EEQ é: :F — ,j — I\“ é: 03[%1/% HE - httpos//www.insa.org/seminar/pki-day/2021 index,ht:m]

TIPSR P —FFIOFvDBRZXMEN—XCESARDBESINDDHD
PORSRA Ry ED—=2 EConfidential Computing

s o 58,8 3 s5E 4
TIYZIGFSRAFELO RS R | Confidential Computing M TS5y D3 —AT=E
FRy D=2 AT EN ) HSNDESR K

BARHE £ (MAE LayerX Y- PEF1UT 4 P—E£FH BA X K NTTEF2PTS5y hDT 7 — AWK HRED . _
Dl O A\ B

ftHAFNTIT T

St = 17 e - —

55,08 1 SR SEEIT DERITOBE SEING S

HW Root OF Trust T=HF

TFaP—T—F TITVY

X2 PTVOUL=T - TEE ENBHEE B

JE=FPFRF-Y3Y Qoo Comeraton £¥ 3071 %
=% - K (EILKRAY ISHRF THHRD) 2=V )

[ ZIDIESRARCAMIDIVE =P —FFTDF v DEIL |
IVEQ=YTP=FTOF vBRICESE (ZICARERESEAM) DEDRAFTNTITL
- TIY bSRAETP-FFTIF v
© 2021 SECOM CO,, LTD 47



https://www.jnsa.org/seminar/pki-day/2021/index.html

B ashs BLE 2~

* Root Of Trust for Measurement SECO“

Root Of Trust L REMAERET A0S L

s BIOSOROMXCPUN T A 2 A d— K

;Lulls;?: g/ ° Root Of Trust for Report
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i s - XAYCPU, BFaPIVoL-TJ70ByH—-EEE
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Appicaton || secure Enctave Processor (se) - UID&ceryptographic boundary N TE RSN DIBESHEE
v ™ o S P — BEEATD
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E ' Mﬂj' E - BSEEEZERIL. BSERE (ECTIVILER) I
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' I D
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e~ Ly ' - WMYVN-MBEEETD
OTP-ROM ' REp—— Fw T Dboundary (Trusted boundary)
cks One Time Programmable ROM . Cryotographic boundaryw @%%ﬁ;-@%% éntj—‘__,g\
Apple Secure Key Store :BZ% bﬁﬁfﬂ‘é‘%MéﬂE?—&
Figure 1: Cryptographic Module Block Diagram * TEE» SGX@I\JD l-/_j‘ <date iNn use ODH%Z%H:) %
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ﬁs https://www.apple.com/certificateauthority/private/

«  Apple App Attestation Root CA

Computing Device ; . X N .
i A « Application integrity attestationFAMDCA
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120 cpy Apple WebAuthn Root CA
ApRlgs " o «  Apple Webauthn (FIDO2) BMDattestation FBMDCA
124~|Request i 2 6)
y Secure
0S Ené:‘lea\;e 5 Attestation Re’;"v"tf
1z 154 Przs;gg,)o 134 825-;
=N Relying Party(RP)
R?ignedt n-134 o —'fgia\%
N
: Apple App Attestation??
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=12 Application integrity attestation

s https://patents.google.com/patent/US20200159966A1/
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Breaking Linear Hierarchy of Protection Rings

Examples of architectures that do and don’t have a linear relationship between

privileges and protection ring level: D021 FIRIE, COREDDNA T w RIFDIVT «

TYYPILIVEQ—TFT 1 )7“3‘&56“?0\%’)

Ring 3 E App | Ring 3 TSM Ring 3 I v Ring 3 E App |
Guest Guest Guest Guest
g Ring 0 0S Ring 0 0s Ring 0 0S Ring 0 oS
Securing Ring -1 Ring -1 Ring -1 Ring -1
Architectures : Ring -2 SMM Ring -2 SMM Ring -2 SMM Ring -2 SMM
https.//caslab.c Ring -3 E Ring -3 SecE Ring -3 Ring -3 I SeckE |

slyale.edu/tuto
rials/asplos?202
1/asplos2021
tutorial part?
public.podf

Hardware I I Hardware I I Hardware I I Hardware I

E.g. Bastion E.g. SGX E.g. SEV

Securing Processor Architectures Tutorial - ASPLOS 2021
© Jakub Szefer2021

Normal Computer
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Ring -3
Platform management

engine, retroactively
named “ring -3”
actually runs on a
separate management
processor.

Security Engine (SecE)
can be something like
Intel’ s ME or AMD’ s
PSP.
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Certificate Certificate

System
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. ( . XDEDLCITE Platform Security
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H#H . Intel® SGX PCK Certificate and Certificate Revocation List Profile Specification :“ﬁﬁaj)_é:k nf:'CPU
httos://download .01 org/intel-sgx/latest/dcap-latest/linux/docs/Intel SGX PCK_ Certificate CRBL Spec-1.4 pdf
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Hardware Root Of Trust
Chain Of Trust — EABIICE., HWRoTERRICERZMDEHEE, ZDRRETE
FaPI—hF FSRAFTYEFEIT—F
Trusted Execution Environments (TEE. E3C=3d%JIRE)
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RS DT/INA ADEFEM (trustworthiness) DIREE
HEODZVVEFREM (trustworthiness) (&, &~
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» IoTISYvhIA—-LT+a
Connected U 7__'{
Platform Platform PF PF PF " Devices o # I OT7°5“J |\77|-_ A
Infrastructure Root-of-Trust J§ RoT RoT RoT DEGE(CEERODIoT
T3y IA—-LtFa
~ UF1DEES
Network App Sy St e m . HWRoT
Contol Platiorm I Bl « HardWare Root
Root-of-Trust I of Trust

Services Edge App App App App
e —————— —

Cloud
Service

PUBLIC | 3 N@Q

HEs
https://docbox.etsi.org/Workshop/2019/201906 ETSISECURITYWEEK/1806 CYBERSECURITY POLICYACTIONS/02 C
YBERSECURITYACT INDUSTRIALIOT/VETILLARD IIoT Panel.pdf
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1.2 Terms used in this document - (ERNBM) IN=RDT7EVINITIPRITERL,
10Ty RNIA—LEIOT VT —2a /I

F1EI 3,

—_—

Application — loT Application

|

St — |lOoT Product

Crypto Lib — loT Platform

Hardware

-—IOT%“}WZOJMDE (certification) — HIER

IS5y I3 —LELTD BE THHD.
Ne— RO T PEYTD RS T PERTS o #I1oT7)\1ADEF+1UF1(CRHI 5583
_ (certification)& b5 X MDEE %
\tEefsion;r;:I(S)tCB Scheme Procedures for SESIP . 10TTS5YRIA—AtE1YF(D2E
https://trustcb.com/download/trustcb-scheme- « Security Evaluation Standard for IoT
procedure-sesip-2-0/ Platforms (SESIP)
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Bad devices
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>3V, ERR
Lo

LHE -

Trusted Party
HASHEE

Entity
Attestation
Token

-

» Chip & device
manufacturer

» Device ID (e.g. serial
number)

« Boot state, debug
state...

« Firmware, OS & app
names and versions

« Geographic location

« Measurement, rooting
& malware detection...

All Are Optional

Cryptographically
secured by signing

(/j% I\EZ h@t&)d)jﬁ“j hjj_htq:lljj_'»f@\ N5 ELE R~
(Remote Attestation) )@ECOM

Relying Party
S5

I

anking risk engine loT backend

Network infrastructure Car components

Enterprise auth risk engine Electric company

https://siot-hackathon.github.io/slides/ratsO1 pdf
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Your Computer Isn't Yours SECOM
https://sneak.berlin/i18n/2020-11-12-your-computer-isnt-yours.ja/
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B, &z, JYEa2—-9—. ISP, . M. PTUS—y3av/N\vIa
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Apple PKI BN ZLE HE~
|
Apple established the Apple PKI in support of the generation, issuance, distribution, E
revocation, administration, and management of public/private cryptographic keys that are
contained in CA-signed X.509 Certificates. \ \ Y
= N
AppleDEGE « T—EXDEIRE
—\ — —
Apple Root Certificates Apple Intermediate Certificates , ) l/ & |\ 7 z |\ ‘5 § Z %

* Apple Inc. Root Certificate » Apple IST CA 2 - G1 Certificate »

* Apple Computer, Inc. Root Certificate » Apple IST CA 8 - C1 Certificate »
Application Integration Certificate » DD e

= Apple Root CA - G2 Root Certificate »
Application Integration 2 Certificate »

* Apple Root CA - G3 Root Certificate »
Application Integration - G3 Certificate »
Apple Application Integration CA 5 - G1 Certificate »
Developer Authentication Certificate »
Developer ID Certificate »
Software Update Certificate » Apple Root CA
Timestamp Certificate »
WWDR Certificate (Expiring 02/07/2023 21:48:47 UTC) »
WWDR Certificate {Expiring 02/20/2030 12:00:00 UTC) »
Worldwide Developer Relations - G2 Certificate »

Apple Application Integration CA

Certificate Revocation Lists Certificate Policy (CP) and Certification (AAI SU b_CA)
¢ Apple Inc. Root CRL » Practice Statements (CPS)
« Apple Computer, Inc. Root CRL » Apple Root CA:
= Software Update CRL » . ) i icv b H H
- Tmeamc " Sople Cerificzie oy Worldwide Developer Relations CA
+ Worldwide Developer Relations CRL »

Developer Authentication CPS » S b_C
Decloper D CPS » (WWDR Sub-CA
Software Update CPS »

Timestamp CPS »
Waorldwide Developer Relations CPS

apole ublc i Software Update Sub-CA

* Apple Public CACPS »

Developer ID Sub CA

Audit Reports Apple Root Certificate Program
Certification To better protect Apple customers from security issues related to the use
Authorities ‘WebTrust for Certification Authorities of public key infrastructure certificates and enhance the experience for

* WTCA users, Apple products use a common store for root certificates. You may

WebTrust & WTExternalRoots apply to have your root certificate included in Apple products via the Ge n e ral TI m esta m p CA

Apple Root Certificate Program.

Certification Contact H:II _Bﬂ :

Authorities WebTrust for Certification Authorities - SSL Baseline ~ Contact the Apple PKI team at contact_pki@apple.com.

with Netwrk Securty: https://www.apple.com/certificateauthority/

WebTrust *+ WTBR
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2.2, COMMUNITY AND APPLICABILITY A sns L% &~

-
This CPS is applicable to the following certificates issued by the Developer ID S:‘ 0“
Apple Root CA Sub-CA:

« Developer ID Installer Package Signing Certificates i
- + Devel ID Application Code Signing Certificat cT o
Developer ID Sub- CA eveloper I Application L-ode Signing Lertiicales https://images.apple.com/certifica

« Developer ID Application and Kernel Extension Code Signing teauthority/pdf/Apple Developer I
Certificat
ertificates D CPS v3.1.pdf

Certificates used exclusively for functions internal to Apple Products and/or
Apple processes are not included within the scope of this CPS.

(@] @ Microsoft Teams®- > Z k—IJL 8) @] @ Microsoft Teams®-f X h—JL E'F
E] apple Root CA | El Apple Root CA _
L. B Developer ID Certification Authority [y = Developer |D Certification Authority
-1 L = Developer ID Installer: Microsoft Corporation (UBFBT346G9) 3 L. B¥ Dewveloper ID Installer: Microsoft Corporation (UBF8T346G9)
> 13
= Developer ID Installer: Microsoft Corporation
> 38 =" Developer ID Certification Authority > -8 “{Mﬁf‘*':” “| (UBF8T346G9)
> (3 S BELE > 13 =71 3| =i77: Developer ID Certification Authority
Tl | ERAR: 202792R 28 ARE 7TEI2HM5Y BHFRER HWME: 2023657168 ARB 1374657418 BRRER
o HE & COifRkEEDTT * HBR G COoiERREEYTY
R E
EEE HELZEE
YFI B BIII B

#i#f Developer ID Certification Authority | 1—+ID UBFET346G9

#® Apple Certification Authority ' #i#h Developer ID Installer: Microsoft Corporation

8 Apple Inc. | (UBFBT246G3)

EEfcida US #® UBFBT346G2
#8# Microsoft Corporation
RITEE M Us
mErdE US

s  Apple Inc. RiITEA E

#® Apple Certification Authority #i# Developer ID Certification Authority |y

#i# Apple Root CA #® Apple Certification Authority b2 i
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Mac App Store Application Signing Certificates (“Mac App Store Application
Certificates”)

* WWDR QS Software Development Certificates {*0S Development Certificates”) e Mac App Store Installer Package Signing Certificates (“Mac App Store Installer Package

* WWDR iOS Software Submission Certificates (“iOS Submission Certificates”) Certificates”)

® WWODR Apple Push Notification service Development SSL Certificates (“Development SSL

Certificates”) o Mac App Store Receipt Signing Certificates

® WWODR Apple Push Notification service Production SSL Certificates (“Production SSL *  Mac Provisioning Profile Signing Certificates

Certificates”) e  Pass Certificates

® WWODR Push Certificate Signing Request Signing Certificates (“Push CSR Signing 3 . .
e  Website Push Notification Certificates

Certificates”)
« WWODR Safari Extension Signing Certificates (“Safari Certificates”) e 0S X Server Authentication Certificates
* WWDR Mac App Development Certificates (“Mac App Development Certificates”) e VolIP Services Push Certificates

¢ WWDR Mac App Submission Certificates (“Mac App Submission Certificates”) o Apple Pay Merchant Certificates

* WWDR Mac Installer Package Submission Certificates (“Mac Installer Package
Submission Certificates”) ¢ Apple Pay Pass Certificates
e  TestFlight Distribution Certificates
e WatchKit Services Certificates
* Apple Pay Provisioning Encryption Certificates
* Enhanced Pass Certificates

e tvOS Application Signing Certificates

H B8 - ¢ WWDR Apple Push Services Client Authentication G2 Certificates
https://images.apple.com/certificateauthori e Apple Pay Merchant Client Authentication Certificates

ty/pdf/Apple WWDR CPS v1.22.pdf

e  WWDR Apple Development Signing Certificates ("Apple Development Certificates")
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