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IoT Cybersecurity Improvement Act.
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2% :ETSIEN 303 645i251)3HWS

« 5.4 Securely store sensitive security parameters

— Provision 5.4-1 Sensitive security parameters in persistent storage shall be stored securely by the
device. Secure storage mechanisms can be used to secure sensitive security parameters.
Appropriate mechanisms include those provided by a Trusted Execution Environment (TEE),
encrypted storage associated with the hardware, Secure Elements (SE) or Dedicated Security
Components (DSC), and processing capabilities of software running on a UICC, according to ETSI
TS 121 905 [i.29], ETSI TS 102 221 [i.25]/embedded UICC according to GSMA SGP.22 Technical
Specification v.2.2.1 [i.26].

— Provision 5.4-2 Where a hard-coded unique per device identity is used in a device for security
purposes, it shall be implemented in such a way that it resists tampering by means such as
physical, electrical or software.

— Provision 5.4-3 Hard-coded critical security parameters in device software source code shall not be
used.

— Provision 5.4-4 Any critical security parameters used for integrity and authenticity checks of
software updates and for protection of communication with associated services in device software
shall be unique per device and shall be produced with a mechanism that reduces the risk of
automated attacks against classes of devices.
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SUIT (Software Updates for Internet of Things) &l
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TEEP (Trusted Execution Environment Provisioning) &3

- (EECETBIFEITIRIE (TEE) THEETIDI7TJY (TA : Trusted Application) %=

BEICA A =)L,

=/,

EIER

HIFR9 DILiEAH

BEITARDEZREH

Service
Provider

Device
TEE H REE
- N iy N
TEEP i TEEP .
Agent o Broker <
\ J o\ J :
TAMTA AppMApp |

©2021 SECOM CO., LTD.

TAM

TEE : Trusted Execution Environment

TAM : Trusted Application Manager
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RATS (Remote ATtestation ProcedureS) &3
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Microsoft Azure Attestation
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