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s ArmH\FEFR I BT 1 TS

SPDXVersion: SPDX-2.1

DataLicense: CC0O-1.0

SPDXID: SPDXRef-DOCUMENT

DocumentName: mbedtls-2.16.2

DocumentNamespace: http://spdx.org/spdxdocs/mbedtls-2.16.2-d92dab8c-
6849-42f7-b4ef-843092878b27

Creator: Person: Tomo Dote(fu7mu4@gmail.com)

Creator: Organization: OpenChainProject ()

Created: 2019-01-25T01:01:012

PackageName: mbedtls

SPDXID: SPDXRef-1

PackageVersion: 2.16.2

PackageFileName: mbedtls-2.16.2-apache.tgz
PackageDownloadLocation: https://tls.mbed.org/download
FilesAnalyzed: false

PackageHomePage: https://tls.mbed.org/
PackagelLicenseConcluded: Apache-2.0

# PackagelLicenseInfoFromFiles: Apache-2.0
PackagelicenseDeclared: (Apache-2.0 OR GPL-2.0-only)

ApacheZ1tUXkMbed TLSOEDdfFl(tag:valuefz=,)

https://github.com/OpenChain-Project/OpenChain-JWG/blob/master/subgroups/
sbom-sg/outcomes/SPDX-Lite/sample/mbedtls/mbedtls-apache.txt
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« MicrosoftldPowerShell 7.2LLESBOMZE%

(eI RES k7T |
Urto?

{

"packages”: [

[ wmsc
| #BTEEOD |

IRy TPD
.

"relationships™: [

” . ” . .{
flles - [ ” ” . ” H H ” {
{ ”name -”_MicrosoftLW|n32.sttemEvents , i "relationshipType”: "DEPENDS ON”,
"fileName”: ”./Accessibility.dll”, ”Sgaﬁ{gaaLoig?ngi'PgﬁgzggEE%}8§§C9ODFAD7E2DSBF088... ’ "relatedSpdxElement”: ”SPDXRef-Package-B21155C90DFADTE2. .. ",
"SPDXID”: ”SPDXRef-File——Accessibility.dll-F2E4AB20D6B6. . .", "£i lesAnalyzed”: félse ’ "spdxElementId”: ”SPDXRef-RootPackage”
checksuns”: [ ? LicenseConcLuded”: "NOASSERTION”, ’
"algorithm”: ”SHA256”, llﬁgzggégi?gﬁnglles I ],
"checksumValue”: ”fe3ddbh74a3f2fbad2dcd6bace650971h. ..~ ] "spdxVersion”: ”SPDX-2.2”
n’ . ” ” ” ”datal.icense”: ”CCO_1.0”
’ licenseDeclared”: ”"NOASSERTION”, » ». n " EAT
e et "copyrightText”: "NOASSERTION”, JSPDKID": * SPDXRef-DOCUMENT”, \
algorithm”: ”"SHA1”, "versionInfo”: ”7.0.0" name”: "PowerShell Windows x64 release 7.3.27,
"checksumValue”: ”f2edab20d6b6552a54b575e35d9c11e02...” ”externalRefs;' [' R "documentNamespace”: "https://shom.microsoft/1:2QSF7aZlb...",
} { ) "creationInfo”: {
]y ” ”. ” | ” "CreaTEd": ”2023_01_]81-2327432”,
"licenseConcluded”: ”"NOASSERTION”, ”:§§§{§2§§$§;g§?r¥p&rIEACKAGE MANAGER", "creators”: [
"licenseInfolnFiles”: [ "referenceLocatér”: ’ "Organization: Microsoft”,
] NOASSERTION "pkg:nuget/Microsoft. Win32. SystemEvents@7.0.0” ] Tool* Microsoft. SB0MTool-0. 3.1
"copyrightText”: "NOASSERTION” ] } },
, ' Cm » "documentDescribes”: [
. , supplier”: "NOASSERTION »SPDXRef-RootPackage”
1, ’
]
on .~ . . . - ,— ,—
BILDIRET PS> Get-Content $PSHOME/ manifest/spdx 2.2/manifest.spdx.json” Z%£17(18,75217
2023/3/10 ©2023 SECOM CO., LTD. 18
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« Trusted Execution Environment Provisioning
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REUEBEREDtokenEFHAU T E=ENEHTS
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« Homograph attack(JUAXETHEHAEEVVAV<KAAMNT IERLTUED)
- Typosquatting attack(Z1 "= XJHL))
- Dependency confusion attack(%’iL/@L\L%Fﬁb\'ad)ﬁﬁﬁ?ﬂi%ﬂb\) A

« HHEENFHTRUIEOSSDIEERM S EH=5
e V)—XO—RDOFE ﬁﬁz‘mt‘C%VHE%%TM:b\fz\%&vfrtJZb\%’vL\
« GPL2xE ﬁB@?’ftJZ(iﬁK?’_ HDY T 7E0SSIE T 2FFNHD
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(19844F) (UNIX) FEEBEODES CO2/\ASCHlI=zL. —&8DUNIXIZ/\v T RF7atENTEC
ENHDENFER (Thompson Hack)

20144F3-4H Struts 1&2  AESSTEEA TR Struts 2 (CHESS N RE UIEIE. D7R— MIMDStruts 1(C
BRI CHESFEN D DEEITTOERBEBZEIEE(C

201448 OpenSSL MesgER A [L<FBAETNTLVB0penSSLIC, VI RITFARDAEUMN
e A DRETFENFIELTZ (Heartbleed)

20154E QEMU RS MER A 559 RRETEMAETND YT hI T 7 (RSN R

2017418 WordPress  HES3IEEA IEIEARNDT v T L — RHMEBNTZ1058DWeb 1 MMEE(C

2020488 electorn ZH] B&delectron T E&BITILD T PHER SN

20215108 UAParserjs T&0D9IEL BFEEDnpm/ YT —ZRESRT LADT AT bHAREDESH,
SRILDOT T ADDI\—=3 > EfmaEnic
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Artifact: a physical or non-physical item that is moving along the supply chain.

- Statement: any serializable information about an Artifact. ... For example, a
statement may represent a Software Bill Of Materials (SBOM) that lists the
ingredients of a software Artifact, ...

« Receipt: embeds cryptographic evidence that the Claim is recorded in the
Registry. ...

« Transparency Service: an entity that maintains and extends the Registry, and
endorses its state. A Transparency Service is often referred to by its synonym
Notary.

« Verifier: an entity that consumes Transparent Claims, verifying their proofs
and inspecting their Statements, either before using their Artifacts, or later to
audit their provenance on the supply chain.

- Auditor: an entity that checks the correctness and consistency of all Claim
registered by a TS (a specialization of Claim Consumer).

https://datatracker.ietf.org/doc/html/draft-ietf-scitt-architecture#section-3
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