B shdRLE HE~

IETF#&2 (103rd /Xva2) ScCOM

[oTHEBR DR 77— AL I=TEH
SUIT & Hackathon

20184£12AH 14H
HE H K —
tastkA&#t ISHZEPT

SEOFED—EBE. —MHEENEREEKINEER(TTC)(CLDUT DK ZEZ T TITLELZ,
ERR30EE [ToT/BD/AIRRICEITET 21 —ILRU T A —S AMEE(CEATEECEEAR] AEEDESE
http://www.ttc.or.jp/j/info/topics/20180410/

©2018 SECOM CO., LTD.




H X SECOM

« SUIT&EI(E

« Hackathon SUIT O> 12 MMADSHN
« IETF103 COSUITDE)M]

« FEOD

©2018 SECOM CO., LTD. 1



H X SECOM

« SUIT&EI(E




SUIT WG&it SECOM

Software Updates for IoTMBZFR
« 2017F(CEE
[I0THEER DR IR T 7 — D T PEFTDHEH Z 185

/ Manifest / / Manifest /

/ Firmware / / Firmware /
: Firmware
Device
Server

End-to-End Security

©2018 SECOM CO., LTD.



J7— /DT 77 %End-to-ENd CIRE I DL HAH THDE

HIFR D D1kes (Constrained Devices) CTEMET D &= ER
- Class1 (~10KiB RAM. ~100KiB ROM ) hisd%k

BIFD S AR— IO ML ZERT D

J7 =L 775 (Bl : PCOY T DT T7) OEFRIEIXIRI

©2018 SECOM CO., LTD. 4



FEEshd RLE o~

End-to-End® 77— AT {3 SECOM

o J7—LDITTVOFEITIIZMER LI
- J7—ADIT@FUSBAEY. Wi-FiR ESRQBFERTRMSND
- B7EICK D TIREET(FRWAIEEEN DD
-> TTYIEBRZEHNATD

_ Manifest Creates
Public Key Validates Signs
of the Author Message Digest
I3 URI -+
Device l Points to

/ Firmware /

©2018 SECOM CO., LTD. 5




OB 3B TOME: CBOR S20m

« RFC 7049 Concise Binary Object Representation

o JSONZNR—XICUTZ)I\AFUDITA -V NETERE

« JI—R&EXAYVE—ZDHUAZIHNELIRDBLDITEE
JSON : 15bytes CBOR : 8bytes

83 # array(3)
[1,[2,3],[4,5]] fl> 01 # unsigned(1)

82 # array(2)
02 # unsigned(2)
03 # unsigned(3)
82 # array(2)
04 # unsigned(4)
05 # unsigned(5)

88 : [Concise Binary Object Representation (CBOR)|  https://tools.ietf.org/html/rfc7049
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« RFC 8152 CBOR Object Signing and Encryption
« CBORZEHMAUETZHILEBLIRED I A—NY NEEE

« CBOR Tag
- COSE_Sign : 98 FTHI)LEBL
- COSE_Encrypt: 96 BS{tT—%
- COSE_Mac : 97 MAC (Xvtz—FR6EFR=)

88 ;. [CBOR Object Signing and Encryption (COSE)]  https://tools.ietf.org/html/rfc7049
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- A Firmware Update Architecture for Internet of Things Devices

- Firmware Updates for Internet of Things Devices
- An Information Model for Manifests

« YZIJTAMDIA—Ywv b~ (31&EH)
- A CBOR-based Firmware Manifest Serialisation Format

- Use of the Hash-based Signature Algorithm with CBOR Object
Signing and Encryption (COSE)

- A Binary Manifest Serialization Format
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SUITOT —% 75 F % me
Projigijgaing / Manifest‘7s'ig_n—ed] / Manifest@

Authority / Firmware / / Fi /
irmwar . irmware
(TPA) Firmware
— Server
rus
/ Anchors /
Public Key
of the Author . )
E Management Status

Bootloader Tracker
Device
Network Operator Device Operator

Hi88 . [A Firmware Update Architecture for Internet of Things Devices] https://tools.ietf.org/html/draft-ietf-suit-architecture-01
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{

CBOR Diagnostic Notation
([CKDEKEC

/ authenticationWrapper / 1 : 98([ 1 1), /[
/ manifest / 2 : { & }
}

CBOR
map(2) unsigned(1) tag(98) (} (,rj_u)
| //

A201D8628444A103182AA0F6818343A10126A1045820537AC93AC909E79990914CAAOOFES/E
EEA637EF89B5512E5CB6ESS8A136FF98D5847304502201D65938EC454354A6E866B463E9808
DBAEF36E9 7DEO9FI8FDA92E9ICOE3302FC8022100AFF8/1FES81D3F6B831D74E46F9ACD7A015
E5548770B2A437970BE92/2ATFBAA02A3010102010581A30181413002182503846861313031
31383239A0F658208CAF9283B13666CA4ES0F /A1EEE86BA40BSE6ATD2CA39F 7498B6A6A /BES
D8D6/

H#8 . [A CBOR-based Firmware Manifest Serialisation Format]  https://tools.ietf.org/html/draft-moran-suit-manifest-03
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v=7zAFDH: authenticationWrapper SECOM

/ authenticationWrapper / 1 : 98(][
/ protected / h‘al03182a’, { / content type / 3 : 42 / application octet-stream / }
/ unprotected / {},

/ payload / null,/ N=ZJITAMDES
/ signatures / [[
/ protected / h‘a10126", t/alg/1:-7/ECDSA 256 / }

/ unprotected / {
/ kid / 4 : h‘537ac93a (B&) 136ffo8d"

}’
/ signature / h30450220 (B%&) 72a7fbaa’
1]
1)

H#8 . [A CBOR-based Firmware Manifest Serialisation Format]  https://tools.ietf.org/html/draft-moran-suit-manifest-03
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v=7=zAMDH: manifest SECOM

/ manifest / 2 : {
/ manifestVersion/ 1:1,
/ sequence /2 :1,
/ payloads / 5 : [{

/ payloadComponent /1 : [h'307), J7—BITIFDAYE—SHASIAR
/ payloadSize / 2 : 37, / (COSE_Digest)
/ payloadDigest /3 : [

/ protected / "a1011829", —— {/alg/1:41/sha-256/}

/ unprotected / {},

/ payload / null,

/ tag / h‘8caf9283 (k&) be8d8d67"
]

}]
}

H#8 . [A CBOR-based Firmware Manifest Serialisation Format]  https://tools.ietf.org/html/draft-moran-suit-manifest-03
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- 2018%11H3H (%) ~4H (BH) O2HMEH1#E
« 2877010 b IRMISHINEZ250 A (IETF103IRMSHIIESADFIZE)
. SUITZO>TZ bOSHIEFLIOAN. HEH Hackathon¥ISHN#E

TEEPTOS T2 b
(WG Chair) BRE

S jl v‘ D SRy A S - 44”,"141 |
tHi# : TIETF Hackathon: Software Updates for IoT (SUIT)]  https://datatracker.ietf.org/meeting/103/materials/slides-103-suit-hackathon-report-00
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1. B E=NIZSUITRFEIRIEDE i
- IoTH#28MFOS (Mbed OS. RIOT OS) X%

- SUITORMFE(ICWERIRIE 7 Be Ut /RBEIRIR
(Dockerd>77) =g
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- 6DMD)\—RIT T (HW) THE
- PC: ~YZIJxTXMOVERK
- HW: NYZIx X bD)I\—H5—0D%xEE - 8F
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RX231%f#F

88 : [IETF Hackathon: Software Updates for IoT (SUIT)] https://datatracker.ietf.org/meeting/103/materials/slides-103-suit-hackathon-report-00
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¢ YZIIZTABITA-NY MDRAF—VEFE (CDDL+1) ([CRDZHER
— JSONFERDONY =T T X bS5 CBORERA BB AR TERA< Aoz

« AF—VEZEDEILEZFDEBEHARE
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- NZIJTRADER. KU RX231TEMET B/ \—H—%ZREKTEC

%1 CDDL : Concise data definition language
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Hackathon THBMIZL -7 E @ SECOM

/ manifest / 2 : {
/ manifestVersion/ 1:1,
/ sequence /2 :1,
/ payloads /5 : [{ #ID (kid) dDiEHN
/ payloadComponent /1 : [h'30'],
/ payloadSize / 2 : 37,
/ payloadDigest /3 : [
/ protected / "a1011829",
/ unprotected / {},
/ payload / null,
/ tag / h‘8caf9283 (k&) be8d8d67"

]

}]
}

H#8 . [A CBOR-based Firmware Manifest Serialisation Format]  https://tools.ietf.org/html/draft-moran-suit-manifest-03
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\\

HACKA

Yayy!! Software Updates for 10T (SUIT) was the winner at the #lETFHackathon #IETF103

88 : [IETF Hackathon: Software Updates for IoT (SUIT)] https://datatracker.ietf.org/meeting/103/materials/slides-103-suit-hackathon-report-00
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SUITO&E I ITU-T SG17LptED sscow

« SGL7MBDUTY>RXFT— AT MIDULTCER

« SGI7PZERYVINITT7F7YvIFT— MIET D RS T hZERAH

— ITU-T X.secup-iot (Secure software update for IoT devices)

« FHEEDREW

— Manifest. Author. Firmware Server. Status Tracker. Firmware Consumer
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— draft-moran-suit-manifest CBORFZZ,. HackathonTC{EfH
— draft-birkholz-suit-coswid-manifest CBORHZ,
— draft-pagel-suit-manifest mE/ 1 FURER

« 1DMDCBORAA I, Ej):ll_jj_((_ =)

— [draft-birkholz-suit-coswid-manifest] (& [draft-moran-suit-manifest]
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